
Table of Contents

Preface vii

1. Introduction to Data Communications and Networks 1

1.0 Introduction  1
1.1 Fundamental concepts  1
1.2 Data Communications  3
1.3 Protocols  4
1.4 Standards  4
1.5 Standards Organizations  5
1.6 Signal Propagation  6
1.7 Analog and Digital Signals  7
1.8 Bandwidth of a Signal and a Medium  8
1.9 Fourier Analysis and the Concept of Bandwidth of a Signal  13
1.10 The Data Transmission Rate and the Bandwidth  17

2. Information Encoding 23

2.0 Introduction  23
2.1 Representing Different Symbols  23
2.2 Minimizing Errors  25
2.3 Multimedia  32
2.4 Multimedia and Data Compression  39

3. Analog and Digital Transmission Methods 43

3.0 Analog Signal, Analog Transmission  43
3.1 Digital Signal, Digital Transmission  43
3.2 Digital Signal, Analog Transmission  45
3.3 Baud Rate and Bits Per Second  49
3.4 Analog Signal, Digital (Storage and) Transmission  50
3.5 Nyquist Theorem  52

4. Modes of Data Transmission and Multiplexing 58

4.0 Introduction  58
4.1 Parallel and Serial Communication  58
4.2 Asynchronous, Synchronous and Isochronous Communication  60
4.3 Simplex, Half-duplex and Full-duplex Communication  65
4.4 Multiplexing  67
4.5 Types of Multiplexing  68
4.6 FDM versus TDM  74

5. Transmission Errors: Detection and Correction 79

5.1 Error Classification  79
5.2 Types of Errors  80
5.3 Error Detection  80

6. Data Compression and Encryption 91

6.0 Introduction  91
6.1 Simple Coding Scheme  91



6.2 Scheme Based on the Context of the Symbols  92
6.3 Statistical Compression  93
6.4 Multimedia Storage Formats  98
6.5 Data Encryption  101
6.6 Risks Involved  102
6.7 Basic Concepts  103
6.8 Digital Signature  110

7. Transmission Media 118

7.0 Introduction  118
7.1 Guided Media  118
7.2 Unguided Media  123
7.3 Shannon Capacity  131

8. Network Topologies, Switching and Routing Algorithms 134

8.0 Introduction  134
8.1 Mesh Topology  134
8.3 Star Topology  135
8.3 Tree Topology  136
8.4 Ring Topology  136
8.5 Bus Topology  137
8.6 Hybrid Topology  138
8.7 Switching basics  139
8.8 Circuit switching  140
8.9 Packet switching  141
8.10 Message switching  144
8.11 Router and Routing  145
8.12 Factors affecting routing algorithms  146
8.13 Routing algorithms  147
8.14 Approaches to Routing  155

9. Networking Protocols and OSI Model 161

9.0 Introduction  161
9.1 Protocols in computer communications  163
9.2 The OSI Model  167
9.3 OSI Layer functions  169

10. Area Networks (MAN) and Wide Area Networks (WAN) 183

10.0 Introduction  183
10.1 Local Area Networks (LAN)  184
10.2 Ethernet  184
10.3 Token Ring  191
10.4 Fiber Distributed Data Interface (FDDI)  195
10.5 Metropolitan Area Network (MAN)  198
10.6 Distributed Queue Dual Bus (DQDB)  198
10.7 Switched Multimegabit Data Services (SMDS)  201
10.8 Wide Area Network (WAN)  202
10.9 WAN architecture  203
10.10 WAN transmission mechanism  203
10.11 WAN addressing  204
10.12 Packet forwarding  205



10.13 Next-hop tables and routing  207
10.14 Aloha  208

11. Integrated Services Digital Network (ISDN) 213

11.0 Introduction  213
11.1 Background of ISDN  213
11.2 ISDN Architecture  216
11.3 ISDN Interfaces  218
11.4 Functional Grouping  219
11.5 Reference Points  220
11.6 ISDN Protocol Architecture  221
11.7 Broadband ISDN (B-ISDN)  226

12. X.25 Protocol 230

12.0 Introduction  230
12.0 Understanding How X.25 Works  230
12.2 Characteristics of X.25  233
12.3 Packet Format  235
12.4 X.25 Operation  238

13. Frame Relay 242

13.0 Introduction  242
13.1 The need for Frame Relay  242
13.2 How Frame Relay works  247
13.3 Frame Relay Frame Format  249
13.4 Congestion Control  250
13.5 Traffic Control  252
13.6 Frame Relay Assembler/Disassembler (FRAD)  252
13.7 Other Features  253

14. Asynchronous Transfer Mode (ATM) 256

14.0 Introduction  256
14.1 Overview of ATM  257
14.2 Packet size  259
14.3 Virtual Circuits in ATM  261
14.4 ATM Cells  263
14.5 Switching  264
14.6 ATM Layers  265
14.7 Miscellaneous Topics  271

15. Internetworking Concepts, Devices, Internet Basics, History and Architecture 277

15.0 Introduction  277
15.1 Why internetworking?  278
15.2 The problems in internetworking  278
15.3 Dealing with incompatibility issues  279
15.4 A virtual network  282
15.5 Internetworking Devices  283
15.6 Repeaters  283
15.7 Bridges  285
15.8 Routers  289
15.9 Gateways  291
15.10 A brief history of the Internet  292



15.11 Growth of the Internet  294
15.12 Internet topology  296
15.13 Internal architecture of an ISP  297

16. Ways of Accessing the Internet 306

16.0 Introduction  306
16.1 Dial-up access for an individual user  309
16.2 Leased lines  309
16.3 Digital Subscriber Line (DSL)  309
16.4 Cable modems  313

17. TCP/IP Part I: An Introduction to TCP/IP, IP, ARP, RARP, ICMP 318

17.0 Introduction  319
17.1 TCP/IP Basics  321
17.2 Why IP addresses?  322
17.3 Logical addresses  325
17.4 TCP/IP Example  326
17.5 The concept of IP address  333
17.6 Address Resolution Protocol (ARP)  339
17.7 Reverse Address Resolution Protocol (RARP)  342
17.8 Internet Control Message Protocol (ICMP)  342
17.9 Datagram Fragmentation and Reassembly  346

18. TCP/IP Part II (TCP, UDP) 361

18.0 Introduction  361
18.1 TCP Basics  361
18.2 Features of TCP  362
18.3 Relationship between TCP and IP  365
18.4 Ports and sockets  366
18.5 Connections: Passive Open and Active Open  370
18.6 TCP connections  371
18.7 What makes TCP reliable?  372
18.8 TCP packet format  373
18.9 Persistent TCP Connections  374
18.10 User Datagram Protocol (UDP)  375
18.11 UDP packet  376
18.12 Differences between UDP and TCP  377

19. TCP-IP Part III (DNS, Email, FTP, TFTP) 383

19.0 Introduction  383
19.1 Domain Name System (DNS)  383
19.2 Electronic Mail (Email)  390
19.3 File Transfer Protocol (FTP)  406
19.4 Trivial File Transfer Protocol (TFTP)  413

20. TCP-IP Part IV (WWW, HTTP, TELNET) 419

20.0 Introduction  419
20.1 Brief history of WWW  420
20.2 The basics of WWW and browsing  420
20.3 Locating information on the Internet  427
20.4 Hyper Text Markup Language (HTML)  428



20.5 Web browser architecture  434
20.6 Web pages and multimedia  436
20.7 Remote Login (TELNET)  438
20.8 Static, Dynamic and Active Web pages  442

21. Multimedia Communications 450

21.0 Introduction  450
21.1 Basics of multimedia  450
21.2 Multimedia Applications  451
21.3 Multimedia protocols  457
21.4 Session Initiation Protocol (SIP)  460

Appendix A: Internet Protocol Version 6 (Ipv6) 463

IPv4  463
Features of IPv6  463
IPv6 Datagram Format  464
The need for multiple headers  464
IPv6 Addresses  465

Appendix B: Hardware for Error Detection 468

Electronic devices  468
Vertical Redundancy Check (VRC) generator  470

Appendix C: Network Management and Monitoring 471

SNMP  472
SMI  472
MIB  474
SNMP Ports  474

Appendix D: Fundamental Mathematics For Problem Solving 475

Number Systems  475

Glossary 481

References 494


