EXTENDED LEARNING MODULE B



COMPUTER CRIME AND FORENSICS

THE MODULE IN SHORT FORM…
This module has two major themes. The first is the type of computer crime that organizations are vulnerable to and the second is computer forensics - the process of investigating electronic information for presentation in court. 

The first section covers computer crime perpetrated outside and inside the organization and includes discussions on 

· various types computer viruses

· different kinds of hackers, and their motivations and activities

· the types of crimes that are perpetrated by “insiders”

The second addresses the definition of computer forensics and the two phases of a computer forensics investigation.

1. The collection phase, which is the collection, protection, and preservation of evidence on computers and networks. Here we discuss the steps and important considerations in conducting a computer forensics investigation so that information on storage media is not changed, deleted, or damaged in any way (key terms – forensic image copy and MD5 hash value).

2. The analysis phase, which is the part of the investigation where the clues are interpreted and the story of the crime revealed.

The third and last section discusses how and where information on storage devices can be recovered. The discussion includes where to look for hidden information, and the ways in which people try to hide information on computer storage devices.  The last part of this section is a short essay on the types of cases that real-life computer forensics experts have dealt with and how they solved them.

STUDENT LEARNING OUTCOMES

1. Define computer crime and list three types of computer crime that can be perpetrated from inside and three from outside the organization. 

2. Identify the seven types of hackers and explain what motivates each group. 

3. Define computer forensics and describe the 2 phases of a forensic investigation.

4. Identify and describe three places on a storage medium where you can find stray information. 

5. Identify and describe seven ways of hiding information.

LECTURE OUTLINE

INTRODUCTION (p. 343)

COMPUTER CRIME (p. 344)

1. Outside the Organization

2. Web Defacing

3. The Players

4. Inside the Company

COMPUTER FORENSICS (p. 352)

3. The Collection Phase

4. The Analysis Phase

RECOVERY AND INTERPRETATION (p. 357)

1. Places to Look for Stray Information

2. Ways of Hiding Information

3. A Day in the Life of Computer Forensics Experts

END OF MODULE (p. 363)

1. Summary: Student Learning Outcomes Revisited

2. Key Terms and Concepts

3. Short-Answer Questions

4. Assignments and Exercises

KEY TERMS AND CONCEPTS

	KEY TERMS AND CONCEPTS
	TEXT PAGE

	Black-hat hacker
	350

	Computer crime
	344

	Computer forensics
	352

	Computer virus (virus)
	344

	Cracker
	350

	Cyberterrorist
	350

	Denial-of-service (DoS) attack
	347

	Distributed Denial-of-service (DDoS) attack
	347

	Encryption
	360

	Forensic image copy
	353

	Hacker
	349

	Hacktivist
	350

	Key logger software (key trapper software)
	349

	Macro virus
	345

	MD5 hash value
	354

	Script bunny (script kiddie)
	351

	Slack space
	357

	Social engineering
	350

	Spoofing
	349

	Steganography
	360

	Thrill-seeker hacker
	349

	Trojan-horse virus
	349

	Unallocated space
	358

	White-hat hacker
	350

	Worm
	345


SUPPORT

Extended Learning Modules

·  XLM/D – this module on the basics of networks would be a good one to cover in conjunction with this one on computer crime and forensics.

Real HOT Group Projects

10.   Making the Case with Presentation Graphics – use presentation software to develop a presentation on ethics, computer crime, and security.

Web Support (www.mcgrawhill.ca/college/haag)

· Computer crime

· Virus detection and cleaning

· Computer forensics methods and processes

INTRODUCTION

This module covers crime outside and inside the organization and also the process of detection of evidence on computers, a field called computer forensics. 

Key Points:

· Computers are used as weapons and targets of crime (see Figure B.1 on page 343).

· Computers are used as weapons when they are used to commit the offence, as in stealing money by transferring it electronically.

· Computers are the targets of crime when the objective is to abuse the computer or network in some way. 

	Concept Reinforcement:  Adding Value – Class Participation

· There is a wealth of information on computer crime on the Web.

· Visit www.techtv.com and go to the Cybercrime Web page.

· Ask your students to suggest crimes, either real or fictional, where computers were a significant part of the crime. Movies routinely show computers in use to detect or commit crime.


COMPUTER CRIME

This section provides an overview of the types of crimes perpetrated outside and inside an organization.

Key Points:

· Computers play a big part in crime, just as they do in almost every other aspect of everyday life. 

· Computer crime comes in many forms and variations from murder to fraud to destruction or alteration of proprietary information (see Figure B.2 on page 344).

Key Term: Computer crime – a crime in which a computer, or computers, play a significant part.

Outside the Organization (p. 344-349)

Key Points:

· Many U.S. companies have found evidence of security breaches on their networks where intruders have tried to get into their systems either out of curiosity or to do harm.

· Attacks can be generalized, like a virus attack (an example of which is shown in Figure B.3 on page 346) or targeted to a specific site, like denial-of-service attacks (an example of which is shown in Figure B.4 on page 347) or Web defacing.

· The most prevalent types of malignant viruses afloat in Cyberspace include macro viruses, worms, and Trojan-horse viruses.

· Denial-of-service attacks use a single computer to bombard the target, and distributed denial-of-service attacks coordinate multiple (sometimes thousands) of computers to send a barrage of requests for service to bring the target network down.

· Newer threats to networks everywhere are combination worm/DoS attacks, virus hoaxes and standalone viruses.

Key Term: Computer virus (or virus) – software that was written with malicious intent to cause annoyance or damage. 

Key Term: Macro virus – a virus that spreads by binding itself to software such as Word or Excel.

Key Term: Worm – a computer virus that replicates and spreads itself, not only from file to file, but from computer to computer via e-mail and other Internet traffic. 

Key Term: Denial-of-service (DoS) attack – floods a Web site with so many requests for service that it slows down or crashes.

Key Term: Distributed denial-of-service (DDoS) attack – attacks from multiple computers that flood a Web site with so many requests for service that it slows down or crashes.

Key Term: Spoofing – the forging of the return address on an e-mail so that the e-mail message appears to come from someone other than the actual sender. 

Key Term: Key logger software (or key trapper software) – a program that, when installed on a computer, records every keystroke and mouse click.

Key Term:  Trojan-horse virus – hides inside other software, usually an attachment of download.

	Concept Reinforcement:  On Your Own – What Polymorphic Viruses are Floating around Cyberspace? (p. 348)

· In this project your students will explore the new polymporphic viruses, which are viruses that change themselves when they infect a computer, making early detection very difficult. 

· The following are 3 examples of polymorphic viruses.

A. The Name of the Virus

· Wipeout 

· V-Sign ( Cansu, Sigalit)

· Freddy_2.1 ( Freddy_Krueger)

B. What it Does

· Wipeout is a polymorphic, stealth, overwriting virus. It commonly infects .com and .exe files and is also know to infect the user’s Master Boot record.

· V-Sign is a memory resident infector of the hard disk Master Boot Record and the diskette boot sectors. After infection V-Sign becomes a memory resident on the top of the system but below the 640K DOS boundary.

· Freddy_2.1 is an encrypting, polymorphic, memory resident, file infecting virus. Most commonly this virus infects .com and.exe files. 

C. The Name of the Antivirus Software the detects it

· McAfee Anti-Virus software is capable of handling the detection and extraction on the above viruses. 
D. The Symptoms

· Wipeout: The virus most commonly overwrites portions of the .com and .exe files that have become infected making recovery impossible. It also increases the size of the infected files by about 4,000 bytes.
· V-Sign: This virus displays a large “V” shaped graphic on the system monitor after it has successfully infected 64 diskettes, this will cause the system to hang up. Your systems total and available free memory decreases by 2,048 bytes. You also may incur difficulties booting your system and accessing both hard and floppy drives after infection because V-Sign does make changes to the Master Boot Record. 
· Freddy_2.1:  The following text strings are encrypted within the body of the virus. 
“COMMAND.COM*.COM*.EXE”
              Freddy KRueGer 2.1

                           [Hi Fridrik!]
Infected files will show an increase in size. The virus is found at the end of the infected file and the second fields in the time and date stamp will be changed to “58”.


Web Defacing (p. 349)

Key Points:

· Some people who break into computers delight in altering the victim’s Web site.

· They leave a message or may even completely transform the Web page into something unflattering or even downright obnoxious.

	Concept Reinforcement: Adding Value – Class Participation
· You can find more examples of defaced Web sites at the Hackers Quarterly site at www.2600.com. 

· Some of the “after” examples are inappropriate for a classroom, so you’d be well advised to check them out beforehand.


The Players (p. 349-351)

Key Points:

· The perpetrators of network attacks are generally called hackers. 

· Different types of hackers are thrill-seeker, white-hat, black-hat, crackers, hacktivists, cyberterrorists, and script kiddies. 

· Hackers do what they do for many different reasons. Their agendas and impulses vary greatly. Some even think they are doing the world a favour. 

Key Term: Hacker– knowledgeable computer user who use their knowledge to invade other people’s computers.

Key Term: Thrill-seeker hacker – breaks into computer systems for entertainment.

Key Term: White-hat (or ethical) hacker – computer security professional who is hired by a company to break into its computer system.

Key Term: Black-hat hacker– cyber vandal who exploits or destroys the information he or she finds. 

Key Term: Crackers– hackers for hire, the people who engage in electronic corporate espionage.

Key Term: Social engineering – conning your way into acquiring information that you have no right to.

Key Term: Hacktivist– politically motivated hacker who uses the Internet to send a political message of some kind. 

Key Term: Cyberterrorist – one who seeks to cause harm to people or destroy critical systems of information.  

Key Term: Script kiddie (or script bunny) – someone who would like to be a hacker but doesn’t have much technical expertise. 

	Concept Reinforcement:  Team Work – Make up a Good Password (p. 351)

· At www.elcomsoft.com you can find Advanced Lotus Password Recovery (ALPR). ALPR is a program to recover lost or forgotten passwords for files created in Lotus applications.  At the Web site you can download free trail version. A fully functioning copy costs $60.  

· At www.zdnet.com are two other password cracking programs: 123 Password Recovery 3.01a and Advanced Outlook Express Password Recovery 1.1. 

· 123 Password Recovery 3.01a is classified as freeware and is intended to recover lost or forgotten passwords by simply dragging the 123 special cursor over the password field. Once the special cursor is on top of the field, the program displays the password instantly. 123 Password Recovery is available for Windows 95/98/Me/NT/2000 and XP.

· Advanced Outlook Express Password Recovery (AOEPR) is available from zdnet.com or elcomsoft.com for a price of $30. AOEPR is designed to recover server names, login and passwords for all mail accounts in Microsoft Outlook Express.


Inside the Company (p. 351-353)

Key Points:

· Despite all the media attention afforded to intruders breaking into computer networks, the largest financial loss comes from people inside the company using the network to steal.

· Not all financial losses come from fraud, however. Employees can use company computers to harass and otherwise cause difficulties for each other.

	Concept Reinforcement: On Your Own – Digital Signatures and Certificates (p. 352)

· People often confuse digital signatures and certificates. This project is to help students understand the difference.

· A digital signature is created from the set of characters in the message, which are used to generate a unique key using a specific set of arithmetic operations. The key is sent with the message and the recipient uses the same set of operations to generate the key again. If they don’t match, the message has been altered. 

· Digital certificates are electronic files that act as a kind of online passport. They are issued by a trusted third party, a certificate authority, whose responsibility it is to verify the identity of the certificate holder. Digital certificates are tamper-proof and cannot be forged.

· Digital certificates do two things:

1. Authenticate that their holders - people, Web sites and even network resources such as routers- are truly who or what they claim to be.

2. Protect data exchanged online form tampering or theft.

· There are two types of Digital Certificates:

1. Server Certificates: Allow visitors on your Web site to exchange personal information free from threat of interception or tampering. They also let visitors to your site authenticate your identity so they feel secure.

2. Personal Certificates:  Let you authenticate a visitor’s identity and restrict access to specified content to particular visitors. You can also use these to send secure e-mails. These are perfect for business-to-business communications.

· Digital certificates have two parts, one private and one public. Your browser generates your random private key when you purchase a certificate and only sends the public key to the certificate authority.

· The private key is known only by the owner and is used to create a digital signature.

· The Digital Certificate contains the owner’s public key, owner’s name, expiration date, the name of the certificate authority, serial number, and perhaps some other information.

· Digital certificates are used for banking, shopping, and subscription services.

· Digital certificates help ensure privacy and confidentiality, integrity, authentication, access control, and proof of document transmission (time stamping).


COMPUTER FORENSICS

Computer forensics deals with the collection and interpretation of electronic evidence. Since the results of a computer forensics investigation may end up in court, great care must be taken to follow the rules of evidence and protect the chain of custody. 

Key Points: 

· Computer forensics involves the discovery, retrieval, and preservation of electronic evidence.

· The cases that computer forensics experts investigate are many and varied and range from intellectual property theft to domestic disputes and child pornography.

· There are two reasons to engage in computer forensics. (1) to gather and preserve evidence to present in court and (2) to establish what activities have occurred on a computer, often for the purposes of dispute settlement.

· The computer forensics investigation process has two major phases. (1) collecting, authenticating, and preserving electronic evidence and (2) analyzing the findings.

Key Term: Computer forensics is the collection, authentication, preservation and examination of electronic information for presentation in court. 

The Collection Phase (p. 353-354)

Key Points:

· The collection phase has two steps. Step one is to get physical access to the computer and related items. Step two is to make a forensic image copy of the contents of the electronic storage medium.

· Computer forensics experts use the same type of protocol as investigators looking for clues and evidence in the brick-and-mortar world and collect anything that might be useful like computers, cell phones, notes, sticky notes, etc. 

· Step two is to make a forensic image copy of the confiscated information. This is a bit-by-bit copy of absolutely everything that’s stored so that it can be examined without risking damage or deletion of the electronic contents.

· Authentication of the contents of a storage medium is verified by the MD5 hash value. It is a unique, mathematically generated string of 32 letters and numbers. The MD5 hash value can be recalculated at any time, and if it matches the original proves that nothing changed on the storage medium (see Figure B.6 on page 355).

Key Term: Forensic image copy – an exact copy or snapshot of the contents of an electronic medium.

Key term: MD5 hash value – a mathematically generated string of 32 letters and digits that is unique for an individual storage medium at a specific point in time. 

	Concept Reinforcement: Adding Value – Class Participation

· Ask your students to think of places in an office or home, other than on a desk computer, where electronic information or information relating to electronic information might be stored.

· This could be a long list depending on the depth of your students’ imagination.

· The list might include:

· Wall safe

· Locked desk drawers

· Answering machine

· Voice mail service

· Fax machine

· Notebook computer


The Analysis Phase (p. 355-357)

Key Points: 

· The analysis phase is the second phase of a computer forensics investigation and consists of the recovery and interpretation of the information that’s been collected and authenticated. 

· Information can be recovered from all areas of a storage medium. Even if a file has overwritten the area where a previous one was, fragments may still remain and be recoverable (see Figure B.7 on page 356).

· A hard disk also contains information about the user’s Web surfing activities. Graphic images viewed on the Web are routinely stored on the hard disk. 

· EnCase, computer forensics software, can find information in all places where most software cannot (see Figure B.7 on page 356).

	Concept Reinforcement: Extended Learning Module D – Network Basics

· Much useful and pertinent information can be retrieved from parts of the network that are not, strictly speaking, part of the suspect’s system.

· Knowing how a network is built and how it works can help students understand more about how computer crime is committed and that its effects permeate far beyond the original site of the attack.


RECOVERY AND INTERPRETATION

Key points:

· The recovery and interpretation process is where the investigators find clues and evidence and then reconstruct the actions that resulted in the presence of what they found. 

· Information can be recovered from many parts of the disk that are not usually easily accessible (see Figure B.7 on page 356). 

Places to Look for Stray Information (p. 357-359)

Key Points:

· Computer forensic software can find files and file remnants that are not otherwise accessible. 

· Files or file fragments can be recovered from slack space, unallocated disk space, and unused space (see Figure B.8 on page 358).

· Unused disk space results from rearranged disk space. 

Key Term: Slack space – the space left over from the end of the file to the end of the cluster.

Key Term: Unallocated space – the set of clusters that has been marked as available to store information, but has not yet received a file, or still contains some or all of a file marked as deleted. 

	Concept Reinforcement: Adding Value – Class Participation

· This would be a good place to discuss privacy with your students.

· Discuss with them what sort of privacy they expect from their electronic communications. 

· Chapter 8 has a section on privacy that might help seed the discussion.


Ways of Hiding Information (p. 359-360)

Key Points:

· Files can be deliberately hidden in many ways.

· The simplest and most easily detected method of hiding a file is to rename the extension.

· Other ways include having text the same colour as the background, using Windows to hide files,  protecting files with a password, encryption, steganography (see Figure B.9 on page 361), and file compression.

Key Term:  Encryption – scrambles the contents of a file so that you can’t read it without having the right decryption key.

Key Term: Steganography – hiding of information inside other information.

	Concept Reinforcement: Real HOT Group Project #10

· The fields of computer ethics, crime and security are very extensive, and this assignment asks students to choose one area across that broad range that they find appealing.

· The assignment can be for individuals or groups. 


A Day in the Life of Computer Forensics Experts (p. 360-362)

This last section provides three examples of cases that were solved by real-life computer forensics experts. 

SUMMARY: STUDENT LEARNING OUTCOMES REVISITED

In each chapter and module, we revisit the student learning outcomes as a mechanism and format for summarizing the chapter.

You’ll find this content for Extended Learning Module B on page 363-364.

Following the adage “Tell them what you’re going to tell them, tell them, and then tell them what you told them,” you should walk through the summary with your students.

You should also inform your students that the summary is great support for studying for exams.

SHORT-ANSWER QUESTIONS (p. 364)

1. In what two ways are computers used in the commission of crimes or misdeeds?

ANSWER:  Computers are used as weapons and targets in the commission of crimes or misdeeds. p. 343

2. What constitutes a computer crime?

ANSWER:  A computer crime is a crime in which a computer, or computers, play a significant part. p. 344

3. What kind of software is a computer virus?

ANSWER:  A computer virus is software that was written with malicious intent to cause annoyance or damage. p. 344

4. What differentiates a worm from a macro virus?

ANSWER:  A macro virus spreads by binding itself to software such as Word or Excel and replicating from file to file. They spread by people swapping files. A worm replicates and spreads itself, not only from file to file, but from computer to computer via e-mail and other Internet traffic. A worm can spread by itself and doesn’t need human intervention.  p. 345

5. How does a denial-of-service attack work?

ANSWER:  A denial-of-service attack floods a Web site with so many requests for service that it slows down or crashes. p. 347

6. What is the effect of a virus hoax?

ANSWER:  A virus hoax has the effect of diverting time and resources to the pursuit of a non-existent problem. p. 348

7. What is the difference between the Klez family of viruses and previous works?

ANSWER:  A Klez virus spoofs the source address. Spoofing is the forging of the return address on an e-mail so that the e-mail message appears to come from someone other than the actual sender. p. 349

8. What is a Trojan-horse virus?


ANSWER: A Trojan-horse virus is software that hides inside other software, usually an attachment or download, and does not replicate. p.349

9. One type of cyber vandalism destroys Web sites. What type is it?

ANSWER: Denial-of-service (DoS) attacks flood a Web site with so many requests for service that it slows down or crashes. p.347

10.
What differentiates different types of hackers?

ANSWER: Hackers are differentiated by their motivations. p.349

11. What is a white-hat-hacker?

ANSWER: A white-hat hacker (or an ethical hacker) is a computer security professional who is hired by a company to break into its computer system. p. 350

12. What do crackers do?

ANSWER:  Crackers are hackers for hire and are the people who engage in electronic corporate espionage. p. 350

13. Is there a difference between a cyberterrorist and a hacktivist? If so, what is it? 

ANSWER:  A cyberterrorist is one who seeks to cause harm to people or destroy critical systems or information.  A hacktivist is a politically motivated hacker who uses the Internet to send a political message of some kind.  The major difference between them is one of degree - cyberterrorists are prepared to go much further. p. 350

14. What are the two phases of a computer forensic investigation?

ANSWER:  The two phases of a computer forensics investigation are (1) collecting, authenticating, and preserving electronic evidence; and (2) analyzing the findings. p. 353

15.
What feature does a forensic computer have that other computer systems don’t usually have?

ANSWER: Forensic computers usually has more power and much more RAM, as well as a much larger hard disk. p.354

SHORT-QUESTION ANSWERS 

1. Macro virus.

QUESTION:  What type of virus spreads itself by binding itself to software such as Word or Excel? p. 345

2. Distributed denial-of-service (DDoS) attack.

QUESTION:  What type of denial-of-service attack floods a Web site with requests for service from multiple computers? p. 347

3. Code Red.

QUESTION: What was the name of the first virus that combined a worm and a DoS attack? p. 348

4. Spoofing.

QUESTION:  What is the forging of the return address on an e-mail so that the e-mail message appears to come from someone other than the actual sender? p. 349

5. Web defacing.

QUESTION:  What is a favourite sport of some of the people who break into computer systems? p. 349

6. Hackers.

QUESTION:  What is the popular name for those who are knowledgeable computer users and who use their knowledge to invade other people’s computers? p. 349

7. Social engineering.

QUESTION:  What is conning your way into acquiring information that you have not right to? p. 350

8. Hacktivist.

QUESTION:  What is the name for politically motivated hackers who use the Internet to send a political message of some kind? p. 350

9. Computer forensics experts.

QUESTION:  What is the name for the people who collect, authenticate, preserve and examine electronic information for presentation in court? p. 352

10. Collection and authenticating electronic evidence.

QUESTION:  What are the two steps of the first phase of a computer forensics investigation? p. 353

11. MD5 hash value.

QUESTION:  What is a mathematically generated string of 32 letters and digits that is unique for an individual storage medium at a specific point in time? p. 354

12. Forensic image copy.

QUESTION: What is an exact copy or snapshot of the contents of an electronic medium called? p. 353

ASSIGNMENTS AND EXERCISES (p. 364)

3. Find Computer Forensics Software. On the Web there are many sites that offer computer forensics software. Find 5 such software packages and for each one answer the following questions: 

· What does the software do? List 5 features it advertises.

· Is the software free? If not, how much does it cost?

· Is there any indication of the software’s target market? If so, what market is it (law enforcement, home use, or something else)?

DISCUSSION:

· There is a lot of forensics software available on the Internet.  The best known is probably EnCase, the software mentioned in the module. 

· Freeware and shareware that packages that have one or more of the capabilities mentioned in the text are available in abundance.

· Following are two sample answers to the questions asked in the text. The software packages are DriveSpy and EnCase.

· DriveSpy

What does the software do?

Records all activities to a log file (keystroke-by-keystroke if desired) 

Enables and disables logging of activities on demand 

Displays extensive architectural information for entire hard drives and individual partitions 

Examines DOS and Non-DOS partitions using a built in Sector (and Cluster) Hex Viewers 

Create direct disk-to-disk forensic duplicates

Is the software free?

DriveSpy is available for US $249.95 for commercial customers and US $199.95 for law enforcement officers.

Is there any indication of the software’s target market?

The apparent target market for this software appears to be law enforcement personnel or agencies.

· Encase:

What does the software do?

Restores physical disk images to new hard drives in Windows

Offers support for Striped NT RAID volumes

Provides a non-invasive preview of a computer through either a parallel port, Network Interface Card (NIC), or FastBloc, for a quick determination as to whether a computer system contains evidence within the scope of your investigation

Generates or import custom sets of file hashes

Enables you to acquire, authenticate and build a Case out of the most common types of media. Read floppies, Zip and Jaz drives, MO and all IDE and SCSI hard drives
Is the software free?

EnCase is available for US $1995.00 for government and educational use and  US $2495.00 for private sector use.

Is there any indication of the software’s target market?

The apparent target market for this software is business and government agencies.
2. Is Your Financial Identity at Risk for Theft? The FBI says that identity theft is one of the fastest growing crimes. It uses a computer as a weapon to steal the financial identity of someone with good credit. The thief runs up a huge credit card debt, takes out loans, writes bad checks, travels to exotic destinations, all the while pretending to be you, financially speaking. After that, your financial reputation is ruined. You can’t cash a check, your credit cards are refused, and you can’t get a bank loan. You probably won’t have to cover the bad debts, but that doesn’t mean you’re not seriously affected. You’ll have to create a new financial identity, getting new bank accounts, credit cards, a new social security number and driver’s license. That’s not easy since the latter two were intended to stay with you for life. 

DISCUSSION:

· For many people identity theft is a harrowing and financially devastating experience, so since knowledge is power, your students would benefit by being prepared for such an eventuality and take steps to protect themselves. 

· Here are a few tips on how to stay safe

· Before you give out any personal information, find out how it will be used and whether it will be shared with others. Ask if your information can be kept confidential.

· Pay attention to your billing cycles. Follow up with creditors if your bills don’t arrive on time. A missing bill could mean an identity thief has taken over your credit.

· Put passwords on all your credit card, bank and phone accounts. Avoid using easily available information like your mother’s maiden name, your birth date, and the last four digits of your SIN or phone number.

· Minimize the identification information and the number of cards you carry to what you will actually need.

· Give your SIN only when absolutely necessary. Ask to use other types of identifiers when possible.  

3. The International Anti-Cybercrime Treaty. The Web is, by definition, world wide. This causes headaches and disputes between countries as to how to enforce their own laws on cyberspace. There are also issues of jurisdiction and extradition. To try and solve some of these problems, the Council of Europe, Canada, Japan, South Africa, and the United States have been working since 1997 on a treaty that all could agree to. In May 2001, the 27th draft of the Convention on Cybercrime was approved by all participants. But the treaty is not yet in force since it has to be ratified by each country in individual; that means that all 15 countries in the European Union So, it’s most likely that nothing will happen for some time – perhaps years.  

Find out what the provisions of the treaty are and how they will affect Canada. One of the concerns that will have to be addressed is the issue of whether laws of one country should apply to all. For example, if certain sites are illegal in Saudi Arabia, should they be illegal for all surfers? Or if Germany has a law about hate language, should a German or a U.S. citizen be extradited to stand trial for building a neo-Nazi Web site? What do you think?

DISCUSSION:

· This could be the basis of a lively discussion on censorship, whether, how, and under what circumstances it should be enforced. 

· In a class with members of multiple nationalities, this could be very informative discussion of the separation of church and state and how things are in countries where a dominant religion influences laws and traditions. 

· The provisions set forth by the Convention on Cyber crime include the following: 

· Illegal Access

· Illegal Interception

· Data Interference

· System Interference

· Misuse of Devices

· Computer related Forgery

· Computer Related Fraud

· Offences Related to Child Pornography

· Offences Related to Infringement of Copyright and related rights

· Attempt and Aiding and Abetting

4. What is the Government Doing About Cyberterrorism?  Cyberterrorism can take many forms: manipulation of banking records to generate funds, spreading misinformation to create panic, altering the software instructions that run the drug manufacturing systems, or any one of many other chaos-causing or harmful acts. Write a report on cyberterrorism.

DISCUSSION:

· Are there any new forms of cyber terrorism?

· How can private industries work with governments to curb cyber terrorism?
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