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CHAPTER 8

Auditing in a Computer Environment
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Explain how a computer accounting system differs from a manual accounting system.
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POWERPOINT SLIDES
PowerPoint slides are included on the website. Please take special note of:

* Effect of Computer Processing

 Evaluation Approaches of Computer Systems

SOLUTIONS FOR REVIEW CHECKPOINTS

8.1
Management can meet its responsibility for establishing and maintaining an internal control system and assist the auditors at the same time by: (1) ensuring that documentation of the system is complete and up to date, (2) maintaining a system of transaction processing that includes an audit trail, and (3) making computer resources and knowledgeable personnel available to the auditors to help them understand and audit the system.

8.2
The important differences between manual and computer accounting systems are in these areas: (1) transaction trails, (2) uniform processing of transactions, (3) segregation of functions, (4) potential for errors and irregularities, (5) potential for increased management supervisions, and (6) initiation or subsequent execution of transactions by computer.

8.3
Additional planning times that should be considered when computer processing is involved are:

*
The extent to which the computer is used in each significant accounting application.

*
The complexity of the computer operations used by the entity, including the use of an outside service center.

*
The organizational structure of the computer processing activities.

*
The availability of data.

*
The computer-assisted audit techniques to increase the efficiency of audit procedures

*
The need for specialized skills.

8.4
General characteristics of transactions that are typically computerized: Frequent, repetitive, large number.

General characteristics of transactions that typically are not computerized: Infrequent, occasional, small number.

8.5
Understanding the control environment is a part of the preliminary phase of control risk assessment. Computer use in data processing affects this understanding in each of the parts of the control environment as follows:

The organizational structure--should include an understanding of the organization of the computer function. Auditors should obtain and evaluate: (a) a description of the computer resources and (b) a description of the organizational structure of computer operations.

Methods used to communicate responsibility and authority--should include the methods related to computer processing. Auditors should obtain information about the existence of: (a) accounting and other policy manuals including computer operations and use manual and (b) formal job descriptions for computer department personnel. Further, auditors should gain an understanding of: (a) how the client's computer resources are managed, (b) how priorities for resources are determined and (c) if user departments have a clear understanding of how they are to comply with computer related standards and procedures.

Methods used by management to supervise the system--should include procedures management uses to supervise the computer operations. Items that are of interest to the auditors include: (a) the existence of systems design and documentation standards and the extent to which they are used, (b) the existence and quality of procedures for systems and program modification, systems acceptance approval and output modification, (c) the procedures limiting access to authorized information, (d) the availability of financial and other reports and (e) the existence of an internal audit function.

8.6
Auditors can use these sources of information to obtain an understanding of 


the flow of transactions through a client's computerized accounting system: client's description of the accounting applications (perhaps answers to inquiries), client's user manuals and instructions, file descriptions, system flowcharts, and written narrative descriptions.

8.7
Five general tasks involved in computer system control risk assessment are:

(1)
identify specific control objectives based on the type of misstatements that might occur,

(2)
identify the points where misstatements might occur,

(3)
identify specific control procedures designed to prevent or detect these misstatements,

(4)
identify the control procedures that must function to prevent or detect the misstatements, and

(5)
evaluate the design of controls and consider the cost-effectiveness of testing them.

8.8
Manual Input
1.
Source data preparation

2.
Batch total preparation

3.
Conversion to computer-readable form

9.
Master file update (including conversion)

Computer Processing
4.
Input file identification

5.
Information transfer among computer programs

6.
Computer files accessed for additional information

7.
Transactions initiated by the computer

8.
Output files and updated master files produced

10.
Output reports or files produced

Error Correction
11.
Error correction (including conversion and resubmission)

8.9
The four categories of general control procedures are:

(1)
organization and physical access controls,

(2)
documentation and systems development controls,

(3)
hardware controls, and

(4)
data file program and security controls.

8.10
General familiarity obtained by auditors with the preliminary information in the "organization and physical access" questionnaire includes:

(1)
personnel organization chart,

(2)
hardware and peripheral equipment descriptions,

(3)
communication network description,

(4)
major application processes (batch or online) used,

(5)
description of significant input and output files,

(6)
description of software, and

(7)
physical layout of the data center.

8.11
Typical content of application description documentation for a computerized accounting system includes:

(1)
system flowcharts,

(2)
descriptions of all inputs and outputs,

(3)
record formats,

(4)
lists of computer codes, and

(5)
control features.

Typical content of the program description documentation includes:

(1)
a program flowchart,

(2)
a listing of the program source code, and

(3)
a record of all program changes.

Typical content the acceptance testing records documentation includes:

(1)
test data the auditors can use or review,

(2)
users' manual, and

(3)
log of program changes and modifications.

Typical content of the controls section documentation includes:

(1)
description and specification of all manual and computer controls in the program.

8.12
An external label on a magnetic file is a paper label affixed to the outside of the tape reel or disk pack that identifies the contents like a book title identifies the book. An internal label is also an identifying label, but it is magnetically coded on the magnetic tape or disk itself at the beginning of the data (a header label).

8.13
Documentation differs significantly as to inclusion of program flowcharts, program listings, and technical operator instructions.

File security and retention differs because of the relatively delicate form of the magnetic media requiring fireproof vault storage, insulation from other magnetic fields, safeguards from accidental writing on data files, and so forth.

8.14
Auditors review documentation to gain an understanding of the system and to determine whether the documentation itself is adequate for helping manage and control the computer processing.

8.15
Auditors are not expected to be computer technicians with respect to hardware controls, but they should be familiar with the terminology and the way they are supposed to work so that they will not escape attention and so that they can converse knowledgeably with client computer personnel. Auditors should be primarily concerned with operator procedures when hardware controls fail.

8.16
A self-checking number is a two-part number consisting of a basic set of digits followed by (or preceded by) a "check digit." The check digit is determined by performing a mathematical calculation on the basic set of digits, thus an erroneous basic number may be detected by a computer. A common self-checking number is on every credit card number.

8.17
Lack of Segregation of Accounting Functions.
People in user departments may initiate and authorize source documents, enter data, operate the computer, and distribute output reports.

Lack of Segregation of Computer Functions.
Small organizations may not separate the functions of programming and operating the computer. Programs and data are often resident on disk at all times and accessible by any operator.

8.18
Control techniques a company can use to achieve control over the operation of a PC accounting system:

Restricting access to input devices

Standard screens and computer prompting

On-line editing and sight verification

8.19
Control techniques a company can use to achieve control over the computer processing of accounting data in a PC system include:

Transaction logs

Control totals

Balancing input to output

Audit trail

8.20
Major characteristics:

1.
Staff and location of the computer--operated by small staff located within the user department and without physical security.

2.
Programs--supplied by computer manufacturers or software houses.

3.
Processing mode--interactive data entry by users with most of the master files accessible for inquiry and direct update.

Control Problems:

1.
Lack of segregation of duties.

2.
Lack of controls on the operating system and application programs.

3.
Unlimited access to data files and programs.

4.
No record of usage.

5.
No backup of essential files.

6.
No audit trail of processing.

7.
No authorization or record of program changes.

8.21
Auditing through the computer refers to making use of the computer itself to test the operative effectiveness of application controls in the program actually used to process accounting data. Thus the term refers only to the proper study and evaluation of internal control. Auditing with the computer refers both to the study of internal control (the same as "auditing through") and to the use of the computer to perform audit tasks, such as obtaining substantive monetary evidence.

8.22
Both are audit procedures that use the computer to test controls that are included in a computer program. The basic difference is that the test data procedure utilizes the client's program with auditor-created transactions, while parallel simulation utilizes an auditor-created program with actual client transactions. In the test data procedure the results from the client program are compared to the auditor's predetermined results to determine whether the controls work as described. In the parallel simulation procedure, the results from the auditor program are compared to the results from the client program to determine whether the controls work as described. 

8.23
It is true that fictitious (fake) transactions are not used by the auditor when the data processing system is manual, but in a manual system documentary evidence is available that can be visually examined to audit control procedures. New techniques are necessary to gather evidence and evaluate controls with computer programs. The client should be advised of the nature of the "test data" or "integrated test facility" and these procedures must be carefully controlled to prevent contamination of actual client files. Test data and integrated test facility procedures are costly and used only if other audit procedures are not available.

8.24
Controlled reprocessing is another method for obtaining parallel simulation test of controls evidence. In controlled reprocessing, the auditors create the "simulated system" by performing a thorough technical audit of the controls in the clients actual program, then keep a copy of it secure in the auditors' files. Actual client data can later be processed using this audited copy of the clients' program. The goal is to determine whether output from the program the client actually used in processing data produces satisfactory accounting output when compared to the output from the auditors' controlled copy of the program.

8.25
The auditors' test of computer controls and assessment of related control risk is considered "crucial" because subsequent substantive audit work may be performed using magnetic files produced by the client's computerized information system. The control over the content of these files is important since they will be used in other computer-assisted audit work. If garbage goes in, the auditors might get garbage out and not know it.

8.26
Generalized audit software is a set of preprogrammed editing, operating, and output routines that can be called into use with a simple, limited set of programming instructions by an auditor who has one or two weeks intensive training.

8.27
Advantages of using GAS to perform recalculations are primarily speed and accuracy. With GAS it is just as easy to recalculate all client computations as it would be to test a sample of calculations. Any differences from client computations can be printed out for investigation.

When using GAS to select samples and print confirmations, the advantages include the use of preprogrammed statistical routines to randomly select the sample and the speed with which confirmations can be prepared on preprinted forms.

8.28
Five audit procedures that can be performed using generalized audit software are:

1.
Recalculation.

2.
Confirmation

3.
Document Examination (limited).

4.
Scanning.

5.
Analytical Procedures. Compare data on separate files.

6.
Analytical Procedures. Summarize and resequence data for ease of other analysis or selection.

8.29
Phases
Noncomputer auditor involvement
1.
Define the audit objectives
Primary responsibility

2.
Feasibility
Evaluate alternatives

2.
Planning
Review with computer auditor

3.
Application design
none

4.
Coding
none

4.
Testing
Review final test results, compare to plan

5.
Processing
Actual computer processing--none

Use of results--depends on application

5.
Evaluation
Full responsibility for audit decisions.

8.30
If planning is not adequate, the audit objectives may not be achieved, and problems are likely to occur in subsequent phases which will require extensive time and effort to correct. Further, in the planning phase the workpapers which will document the application are defined, the testing specified, and the controls over the application determined.

Testing must be adequate and well documented or else the probability of success will be low. Once processing commences, it is extremely difficult to correct errors and deficiencies. The noncomputer auditor should be actively involved in the planning and should review the results of testing.

8.31
The audit manager (or another supervisory auditor on the main audit team), and not the computer audit specialist, should have the responsibility of deciding about the computer output that should be retained in the working papers.

8.32
The statement is true. Auditors should think in terms of the total audit objectives and audit procedures, the same as they would in a manual environment. It is generally more efficient to have the same person do both the applications reviews and the generalized audit software (GAS) procedures. This person can gather the basic record layouts and identify the client files needed for the GAS, also the same client personnel will need to be involved in the reviews and the GAS procedures. However, in some firms, the regular audit staff performs the applications reviews, while computer audit specialists perform the GAS procedures.

8.33
Word processing can be used in an audit to prepare audit programs, write audit memoranda, and write audit reports.

8.34
Automated work paper software generally consists of trial balance and adjustment worksheets. working paper (lead schedule) forms, easy facilities for adjusting journal entries, and electronic spreadsheets for various analyses.

8.35
An electronic spreadsheet can be used instead of paper and pencil to create the form of a bank reconciliation, with space provided for text lists of outstanding items (using the label input capability), and math formulas inserted for accurate arithmetic in the reconciliation. Printing such a reconciliation is easy (and much prettier than most accountants' handwriting!).

SOLUTIONS FOR KINGSTON CASE
8.36
Effect of the Kingston Computer on Planning

TO:
Dalton Wardlaw

FROM:

DATE:

SUBJECT:
Effect of Kingston computer processing on audit planning

Several factors will cause our audit planning and design to be different for the computer-proceed records in comparison to the manual-processed records.

Extent of Computer Use
The HP General Accounting package was used only in the last three months of the year. However, it was completely initiated for all of Kingston's transaction processing. Therefore, we will need to use computer auditing knowledge to complete the audit.

Complexity of Computer Operations
Kingston does not use an outside service center.

The equipment is not particularly complex. The computers, terminals, and output devices (printers) are in the single office location. Kingston does not utilize data transmission over phone lines or microwaves, but there is a network of terminals in various locations. However, the HP system is a database system, which shares information for various transaction processing applications. Therefore, we will need to study the controls that limit access to various parts of the database.

Organizational Structure of Computer Activities
Kingston has centralized the management and control of the computer processing activity. We can perform most of our work in the computer rooms. We do not need to arrange for work at other data processing locations, although we will need to perform some work in the places where terminals are maintained.

Availability of Data
As of today, we have no definite information about Kingston's data retention policies. From our involvement in the planning for the system, however, we should be able to obtain this information from the MAS staff 

people in the firm. With luck, Kingston will have dumped most of the data so we can use it to perform some extensive control risk assessment for this year and for future reference.

Computer-Assisted Audit Techniques
Data available on computer files will make many of out audit procedures much easier. We can print sample from the files and apply some calculation procedures (like annual depreciation charges) to entire populations of data. We need to investigate some parallel processing procedures.

Need for Specialized Audit Skills
We need one of the firm's computer audit specialists--someone who knows how to program some search and sampling commands for the HP system and Kingston's data bases.

8.37
Kingston Company Information Systems Department Duties

TO:
Dalton Wardlaw

FROM:

DATE:

SUBJECT:
Segregation of Duties in a Computer Accounting System

General Segregation Principles
Ideally, the computer processing department should separate the responsibilities for managing the department, planning and programming the actual applications, using the equipment, and controlling the error-correction work and the distribution of output.

In particular, a well-organized (large) department will have these activities performed by different persons:

1.
Systems analysis. Personnel will design and direct the development of new applications.

2.
Programming: Other personnel will actually do the programming dictated by the system design.

3.
Operating: Other people will operate the computer during processing runs, so that programmers and analysts cannot interfere with the programs designed and executed, even if they produce errors.

4.
Converting data: Since this is the place where misstatements and errors can be made--the interface between the hardcopy data and the machine-readable transformation, people unconnected with the computer system itself do the data conversion.

5.
Library-keeping: Persons need to control others' access to system and program software so it will be used by authorized personnel for authorized purposes.

6.
Controlling: Errors always occur, and people not otherwise connected with the computer system should be the ones to compare input control information with output information, provide for correction of errors not involving system failures, and distribute output to the people authorized to receive it.

Kingston's Deficiencies
The director's job appears to be well-defined in both senses of control and management responsibility.

The systems development manager's duties also appear to be specified well for control purposes. However, nothing has been said about this person being responsible for preparing good documentation of systems developed for use in the company.

The operations manager has several potentially conflicting duties. Perhaps the cause is the size of the operation. Nevertheless, this person has the ability not only to operate the equipment, but also the ability and responsibility to oversee system security (a good function for the control group, if there were one), serve as librarian (the manager has access to all software apparently without a record of use being kept), administers the data base (is the traffic cop for all access and changes--a good function for a separate data base administrator or for the director), and to top all this off--the operations manager does all the control group work, potentially dealing with his own mistakes rightly or wrongly without much supervision.

We need to be very careful. Thefts and frauds by people with such wide-ranging expertise and authority have frequently been discovered (late) in other companies.

8.38
Documentation of Kingston's Computer Processing

Systems development and documentation standard manual

Application descriptions

Program descriptions

Acceptance testing records

Users' manuals

Log of changes and modifications

Hardware control documentation (probably Hewlett Packard)

Controls listing and explanations (Kingston's input, processing, and output controls)

SOLUTIONS FOR MULTIPLE-CHOICE QUESTIONS
8.39
a.
Incorrect.
This is a software function.

b.
Incorrect.
This is a programmer function.

c.
Incorrect.
This is an input control function.

d.
Correct.
This is an automated hardware function.

8.40
a.
Correct.
A payroll processing program is "user" software.

b.
Incorrect.
The operating system program is a "system" program.

c.
Incorrect.
Data management system software is a "system" program.

d.
Incorrect.
Utility programs are "system" programs.

8.41
a.
Incorrect.
The computer doesn't make arithmetic errors.

b.
Correct.
Unauthorized persons usually find it easy to access the computer and alter the data files.

c.
Incorrect.
Transaction coding prior to computer processing is necessary and an advantage.

d.
Incorrect.
The rarity of random errors in report printing is an advantage, not a disadvantage.

8.42
a.
Incorrect.
Control totals detect input and processing errors.

b.
Incorrect.
see a.

c.
Incorrect.
Limit tests catch items larger than expected during input or processing.

d.
Correct.
So operators will not mount the wrong file.

8.43
a.
Incorrect.
All transactions processed at once.

b.
Incorrect.
Second best answer, but intent is to describe input of all transactions, then batch processing.

c.
Incorrect.
Non-batch systems produce fewer printouts because of frequent data and file changes.

d.
Correct.
Describes a real-time, transaction-driven system.

8.44
a.
Incorrect.
Batch involves delays.

b.
Correct.
Because processing and availability of data is quick.

c.
Incorrect.
Integrated refers to multiple users of elements in a data base.

d.
Incorrect.
Random access refers to disk files v. tape files.

8.45
a.
Incorrect.
Condensation is not always a help.

b.
Correct.
Abnormal conditions inform auditors of trouble spots.

c.
Incorrect.
Decrease of tests depends upon the content of the exemption reports.

d.
Incorrect.
Exception reporting is an output control.

8.46
a.
Incorrect.
Compilers convert the programmers' source code to machine readable code.

b.
Incorrect.
Supervisory programs police the use of hardware.

c.
Correct.
Utility programs are general-purpose programs.

d.
Incorrect.
User programs are the application program code.

8.47
a.
Correct.
The terminated person would not be in the timekeeping total.

b.
Incorrect.
Works only if the correct number of checks is known.

c.
Incorrect.
The terminated employee will have a valid number.

d.
Incorrect.
The header label only identifies the correct payroll file.

SOLUTIONS FOR EXERCISES AND PROBLEMS
8.48
Does access to on-line files require specific passwords to be entered to identify and validate the terminal user? Possible errors or irregularities--unauthorized access may be obtained to processing programs or accounting data resulting in the loss of assets or other company resources.

Are control totals established by the user prior to submitting data for processing? Possible errors or irregularities--sales transactions may be lost in data conversion or processing, or errors made in data conversion or processing.

Are input totals reconciled to output control totals? Possible errors and irregularities - (same as above). Control totals are useless unless reconciled to equivalent controls created during processing.

8.49

This case involves an electronic sales data processing system where some components of the data processing do not involve producing a traditional paper sales document. The case requires one to design procedures for testing sales controls, which are generally described in terms of paper documents. To do this one must understand the underlying objectives from the descriptions of the given procedures, that is obtaining evidence regarding the assertions of the reported sales amounts. It is necessary to apply this understanding of the control testing objective in a new setting by considering how these same objectives can be met in a paperless transaction processing system.

One possible approach is outlined below.

First, since many aspects of the process are computerized it is necessary to assess general controls over the computer system environment, such as access to data and programs, authoriziation of data entry and program changes, control over accuracy and authorization of processing. Some aspects require the auditor to have computer programming and system expertise, or to rely on a specialist with this expertise. 

It is also necessary to recognize the high degree of integration between Garganey’s and BMI’s computer systems, thus some assurance that BMI’s system is operating under control is needed. This can be obtained by obtaining a report from BMI’s auditor regarding any aspects of computer controls that could present a risk in Garganey if they are absent or ineffective. 

Next the system should be documented to identify areas where assurance is needed on computerized processing and controls, and areas where documents are used for processing and control and thus available for inspection and verification procedures (e.g. shipping instructions documents signed by delivery driver, and bank statements showing electronic funds transfers).

Finally, consideration of the extent to which control testing is efficient and effective needs to be analysed. Independent and sufficient evidence of validity and completeness of sales to BMI may be obtained by a year-end confirmation (substantive procedures). Analytical procedures involving costing data can provide good evidence of validity and completeness. Thus understanding controls, identifying risks (i.e. what kinds of errors could occur) and assessing potential for misstatements arising from risk may suggest a substantive approach is best. 

8.50
a.
1.
Input control objectives

Transactions have been recorded properly (neither double-counted nor omitted--that is, control over validity and completeness)

Transactions are transmitted from recording point to processing point

Transactions are in acceptable form

2.
Processing control objectives

Loss or nonprocessing of data is detected

Arithmetic functions are performed accurately

Transactions are posted properly

Errors detected in the processing of data are controlled until corrected and processed

3.
Output control objectives

Processed data are reported correctly and without unauthorized alteration

Output is required by the user

Output is distributed only to persons authorized to receive it

b.
1.
Control procedures--input source data

Registration at point of entry

Sequential numbering

Grouping (batching) with control totals

Key verification

Programmed edits

Edits for completeness and reasonableness

Checklists to ensure input arrived and on time

2.
Control procedures--processing controls

Prevention of loss or nonprocessing of data (e.g., control totals)

Performance of arithmetic functions

Assurance of proper posting (sample test of postings)

Correction of errors

Exclusion of unauthorized persons from operating areas (e.g., programmers)

3.
Control procedures--output controls

Review performed by originating area of the reports and other output data

Sampling and testing of individual transactions

Use of control totals obtained independently from prior processing or original source data

Distribution lists used to route output only to authorized persons

Making inquiries as to whether the output is desired by the recipient

(Solution adapted from CIA Examination )

8.51 

The question requires one to understand what statistical sampling is and its role in audit testing, to distinguish the characteristics of a computer vs. a manual accounting system in terms of how errors can occur, and assess the fit of statistical sampling and what it has to offer in each type of system.

One possible response:

Manual system errors would arise from human error, poor design, or deliberate fraud. Human error would tend to occur randomly in the processing, and so statistical sampling is a valid and efficient means of assess the probability of error in the population of data entries, and allowing extrapolation to determine a best estimate of the total impact of these errors in the population. 

The findings of statistical analysis may also indicate a system design flaw or fraudulent system manipulation that are systematically producing erroneous entries or balances, but since this is not the purpose of the statistical analysis this would tend to be due to good luck or unusually good insight in interpreting the statistical test findings that deviate systematically from expectations. 

Computerized data processing would be less subject to random human errors. Arguably, if the program does it right once it will do it right every time so statistical sampling of a population of transactions is not useful. Computerized processing is also subject to design flaw and fraud. Computerized statistical analysis of entire databases may be able to identify unexpected balances or transaction types or outliers - suggesting design flaw or potentially fraud. These would tend to be large impact situations that are likely to lead to misstated financial statements, thus computerized statistical analysis is a very useful auditing tool for highly automated data 

processing systems. 

8.52 

a) The statement is reasonable as long as the auditor can obtain reasonable assurance that all invoices in the audit period are produced under exactly the same conditions. The possibility for errors always exists even if a process is computerized, for example the data entered for processing could be such that the program does not process it properly (e.g. a 5 digit entry is made but the computer is only programmed to read four digits and ignores the fifth one, or the ‘Y2K’ type of problem). So, while not a lot is gained by randomly sampling the population with statistical methods, this does not mean that no errors can occur. If in fact the program is producing the wrong calculations, the extent of the resulting error will likely be huge.

b) The case scenario suggests there is a risk that the program may have changed during the period. Statistical testing of transactions from different periods could identify a program change that had an impact on the output amounts, which could result in a misstatement in the financial statements.

8.53

The case involves a service organization that produces accounting data, and determining how to obtain audit evidence for leasing revenues in this situation. One possible response:

a) Reperformance of the lease calculations manually, analysis based on standard lease terms (if they are reasonably consistent from lease to lease), obtain assurance from the service organization’s auditor over the processing validity and completeness (accuracy) of lease schedules and controls, 

b) Availability of relevant and reliable data for analytical procedures, availability of service organizations audit report, materiality, audit risk, history of errors, etc.

8.54

The case presents a scenario where an integrated decision-oriented database system has been implemented and describes its features and how it is being used by senior management. It requires one to consider whether this system has audit implications. Two of the aspects that could be commented on are:

1. The higher potential effectiveness of management’s supervisory control since the data are capable of being drawn on from source, with less interpretation by middle managers being required in the report generation stage, making possible a lower control risk assessment.

2. The availability of business data on a variety of operational aspects that are more independent and reliable for obtaining a knowledge of the business and for doing statistical analysis and other analytical audit procedures.
8.55

The question requires one to consider how data entry controls can be designed in a setting where customers input their own order data. Some examples of controls include:

Ranges of entry amount limits

Playback of data entry for check by data entry customer and confirmation before updating the order system

Valid data checks, e.g. credit cards start with certain numbers and have a certain number of digits, phone numbers and email addresses have certain features, etc. 

8.56

a) 1.
Control over issuance and retirement of badges.

2.
Control totals developed from input card punch operation with comparison to detail records to ensure that all cards are processed accurately.

3.
Control over authority for master file changes and over custody of the master file.

4.
Controls to ensure that exceptions are resolved by the foreman (e.g., review procedures or a surprise audit, if necessary.)

5.
Control over authority to issue special and indirect labor charges to maintain integrity of cost accounting system.

6.
Control totals developed for input job transaction cards and output error listing to ensure that all cards are processed and reprocessed accurately. Controls to ensure that all rejected and erroneous transactions are cleared promptly (e.g., review procedures and a surprise audit, if necessary).

b) The question requires one to study a flowchart and update it to reflect adoption of a new automated procedure for employee access and generation of hours-worked entries in a job costing system. Principles of control need to be applied to consider the control strength and efficiencies the new procedure can provide, as well as the new control risks that need to be addressed by control procedures to avoid errors in payroll and job costing.

8.57 

The case involves client decisions on its procedures for backing up computer files, and the implications of this decision for designing the audit. A key issue to recognize is that the client’s back up procedures can limit the scope of  testing available to the auditor, but the client’s procedures arise from management’s own cost-benefit decision initially, not audit scope considerations. In this case, the data being retained generally will only support detailed testing of sales transactions around the year end. If control testing or other analytical procedures covering the whole year are cost effective for the audit approach, the possibility of the client expanding its back up availability could be brought up with the client. Generally, costs of data storage are coming down and permanent back up storage may be even be possible at a reasonable cost the next time the client has to upgrade its system capabilities. Dialogue with the client’s computer management can get the auditor’s requirements on the table to be addressed in new system configurations.

8.58 

The case gives detailed sales systems descriptions for two different businesses with different inherent risks. Avocet is a high volume, low value cash business with high inventory turnover. Bobolink is a high value low volume business with low turnover and easy to identify inventory and ownership issues. In part a), one is required to consider the difference in risks in operating these two different businesses. Then part b) requires one to apply this knowledge to identifying control objectives and control procedures given in the case facts for each stage of a transaction: input, processing and output.. Part c) requires one to  consider that different controls address different points in the control risk - detecting if after the fact or preventing it in the first place. Control procedures should fit the kinds of risks identified in the different businesses, given consideration of the fact that preventative controls may be more costly than detective and correction controls,  and in some cases may not be possible. This part requires one to assess whether the controls are appropriate in terms of the trade-off between cost and effectiveness, and suggest improvements if possible.

8.59 

The question requires one to apply principles of control to a non-business situation. The response requires one to consider the objectives of  tax return filing more generally, what can go wrong in terms of efficiency, accuracy and appropriateness of tax information submitted, and then identify how the e-file system may provide greater control and efficiency, and what new risks it might introduce.

8.60
a.
Calculate the check digit.

Customer number
8
4
1
9
7
3

Multiply by weights
x19
17
13
7
5
3


152 +
68 +
13 +
63 +
35 +
9 =

340

Determine the next higher multiple of 11: 31 x 11 = 341

Subtract the sum of the multiplication: 341 - 340 = 1.

b. The self-checking digit routine would compare the calculated check digit (1) to the keypunched check digit, (2) find them not equal and print an error message.

8.61
a.
A grandfather-father-son tape retention policy is one under which two predecessor master and transaction tape files are held as backup for the current file. This provides a method for reconstruction of the tape files in the event of accidental destruction of a tape used during processing. The use of this concept is illustrated in Exhibit 16-2, which is enlarged as a transparency master for instructor's use.

b. Holding two generations of backup tapes generally provides adequate protection. An additional generation might be maintained if the tape file is crucial or if there is a high rate of tape destruction. Since all tapes are stored together, they are vulnerable to loss through a common catastrophe--fire, theft or malicious act. Reconstruction from predecessor tapes can only be effected if the predecessor tapes are in existence. For this reason it is desirable that at least one generation of backup tapes be maintained in a separate location that is well protected from environmental hazards such as fires or magnetic interference. Access to both storage areas should be limited, and the librarianship function should be specifically assigned.

8.62 

This exercise requires one to apply fundamental accounting knowledge to analyze potential errors as a preliminary ster required for designing effective audit tests and analyses.

One possible set of responses is:

1. inventory u/s

2. legal expenses or capital asset if fees related to acquisition o/s

3. payroll expense u/s

4. interest revenue o/s

5. building asset o/s

6. cost of sales u/s

7. bad debts expense u/s

8. accounts receivable o/s, net income o/s

8.63
a.
The primary internal control objectives in separating the programming and operating functions are achieved by preventing operator access to the computer or to input or to output documents, and by preventing operator access to operating programs and operating program documentation, or by preventing operators from writing or changing programs.

Programmers should not be allowed in the computer room during production processing. They should submit their tests to be scheduled and run by the operators as any other job.

Operators should not be allowed to interfere with the running of any program. If an application fails, the operators should not be allowed to attempt to fix the programs. The failed application should be returned to the programmers for correction.

b.
Compensating controls usually refer to controls in user departments (departments other than computer data processing).

In a small computer installation where there are few employees, segregation of the programming and operating functions may not be possible (as in a microcomputer or minicomputer environment). An auditor may find compensating controls in the user department such as: (1) manual control totals compared to computer output totals and (b) careful inspection of all output. Such compensating controls in a simple processing system could provide reasonable assurance that all transactions were processed, processing was proper and no unauthorized transactions were processed.

An auditor may find the following compensating controls that are particularly important when the programming and operating functions are not separate:

1.
Joint operation by two or more operators.

2.
Rotation of computer duties.

3.
Comparison of computer times to an average or norm.

4.
Investigation of all excess computer time (errors).

5.
Adequate supervision of all computer operations.

6.
Periodic comparison of a program code value to a control value.

7.
Required vacations for all employees.

8.64
a.
Confidentiality Problems and Corrective Actions

	Problems
	Corrective Actions

	General:

Lack of concern over confidentiality.
	Concern, especially by supervisory personnel.

Employee ethics code.

Employee background investigation.

Prompt dismissal of violators.

	Problems
	Corrective Actions

	Data Input:

Access to personal information by authorized employees.
	Tight security of returns.

Signout of returns to be entered.

Close supervision.

Identification to data entry by SSN or employee ID only (names masked out).

	Unauthorized access to tax return information.
	Controlled area, ID picture badges required.

Prompt return of tax returns to secured area.

	Processing:

Access to personal information.
	Systems development on test data only (analysts and programmers never have access to real data).

Separation of duties.

Operators never interfere with processing (all interrupts and console messages investigated).

	Unauthorized access.
	Control area, limited access.

Control over data files.


	Data inquiry:

Access by authorized personnel to sensitive information.
	CRT display only (no printed response).

Password authorization required.

Query ability only, no update.

Computer log of queries by region, by password for supervisor review.

	Access by unauthorized persons.
	Physical security of terminals.

Terminals operable only during working hours.

Frequent change of passwords.


8.64 (b) Data security against loss, damage or improper use

Potential Problem
Control(s)

Loss of data
Entry by batches with batch controls.

Control totals of all files.

Provision for backup and recovery.

Damage of data
Backup (duplicate files).

Separation of duties.

Improper input
Validation and edit routines.

Established procedures for error correction.

Improper use
See list under 11.27 (a) above.

8.65
Computer Frauds and Missing Control Procedures

a.
Authorization and data entry (recording keeping) functions not separated. Receipt (receiving report) not matched or independently coded. No approved master file of authorized vendors for matching payees to authorized vendors. No range checks or reasonable limits test if the check amounts were large ($31,000 on average) in the company.

b.
No segregation of employee accounts from investors' accounts for control group review of activity. No logging of employee-investor transfer transactions to detect just this kind of manipulation.

c.
No password access control. Unauthorized persons entered the system for mischievous purposes.

d.
Nobody checked the time in the system against the actual time. No log of system changes. Probably unauthorized entry into system specification.

SOLUTIONS FOR DISCUSSION CASES
	8.66

Weakness
	Recommended Improvement

	1.
Computer department functions have not been pro-existing procedures, one employee completely controls programming and operations.
	The functions of systems analysis and design programming, machine operation and employees. This also should improve efficiency since different levels of skill are involved.


	    2.
Records of computer operations           have not been maintained.
	In order to properly control usage of the computer, a usage log should be kept and reconciled with running times by the supervisor. The system also should provide for preparation of error lists on the console typewriter. These should be removable only by the supervisor or a control clerk independent of the computer operators.

	3.
Physical control over computer operations is not adequate. All computer department employees have access to the computer.
	Only operating employees should have access to the computer room. Programmers' usage should be limited to program testing and debugging.

	4.
System operations have not been adequately documented. No record has been kept of adaptations made by the programmer or new programs.
	The company should maintain up-to-date system and program flow charts, record layouts, program listings and operator instructions. All changes in the system should be documented.

	5.
Physical control over tape files and system documentation is not adequate. Materials are unguarded and readily available in the computer department. Environmental control may not be satisfactory.
	Programs and tape libraries should be carefully controlled in a separate location. Preferably a librarian who does not have access to the computer should control these materials and keep a record of usage. The company should consult with the computer company about necessary environmental controls.

	6.
The company has not made use of programmed controls. Some of the procedures and controls used in the tabulating system may be unnecessary or ineffective in the computerized system.
	Programmed controls should be used to supplement existing manual controls, and an independent review should be made of manual controls and tabulating system procedures to determine their applicability. Examples of computer checks that might be programmed include data validity tests, check digits, limit and reasonableness tests, sequence checks and error routines for unmatched items, erroneous data and violations of limits.

	7.
Insertion of prices on shipping notices by the billing clerk in inefficient and subject to error.
	The company's price list should be placed on a master file in the computer and matched with product numbers on the shipping notices to obtain appropriate prices.

	8.
Manual checking of the numerical sequence of shipping notices also is inefficient.
	The computer should be programmed to check the numerical sequence of shipping notices and list missing numbers.


	9.
Control over computer input is not effective. The computer operator has been given responsibility for checking agreement of output with the control tapes. This is not an independent check.
	The billing clerk (or another designated control clerk) should retain the control tapes and check them against the daily sales register. This independent check should be supplemented by programming the computer to check control totals and print error messages where appropriate.

	10.
The billing clerk should not maintain accounts-receivable detail records.
	If receivable records are to be maintained manually, a receivable clerk who is independent of billing and cash collections should be designated. If the records are updated by the computer department, as recommended below, there still should be an independent check by the general accounting department.

	11.
Accounts receivable records are maintained manually in an open invoice file.
	These records could be maintained more efficiently on magnetic tape.

	12.
The billing clerk should not receive or mail invoices.
	Copies of invoices should be forwarded by the computer department to the customer (or to the mailroom) and distributed to other recipients in accordance with established procedures.

	13.
Maintaining a chronological file of invoices appears to be unnecessary.
	This file's purpose may be fulfilled by the daily sales register.

	14.
Sending duplicate copies of invoices to the warehouse is inefficient.
	The computer can be programmed to print a daily listing of invoices applicable to individual warehouses. This will eliminate the sorting of invoices.


8.67
Internal Control Implications
Although the addition of the microcomputer may well prove beneficial to Calgary Appliance, a number of apparent internal control weaknesses exist that could have serious ramifications.

1.
The diskettes are stored openly near the microcomputer, and employees are "encouraged" to experiment with the microcomputer. Thus, many employees appear to have access to the accounts receivable and fixed asset diskettes. Such access could result in improper alteration to the related data or programs.

2.
The accounts receivable program was partially reprogrammed by the controller and thus appears readily susceptible to change. Tampering with a "live" program could result in the improper processing of data.

3.
The accounts receivable program does not leave an audit trail. Account balances are updated, but no transaction record of the individual billings and payments is made (only invoice or check amounts are entered into the system, and not invoice numbers, dates, etc.). As a result, it would be very time consuming to investigate any differences that might arise between the accounts receivable detail and general ledger balance or between Calgary Appliance's and customer's records.

4.
No mention was made of whether the fixed asset program was adequately tested. Although it is supposedly "state-of-the-art," it may not compute depreciation and net book value on a basis consistent with Calgary Appliance's policy.

5.
The fixed asset clerk's reluctance to use the microcomputer implies that proper training may not have taken place. In addition, adequate systems or application documentation may not exist for him to teach himself. Accordingly, improper use of the fixed asset program is not an unreasonable possibility.

6.
The fixed asset processing appears to lack segregation of duties. The fixed asset clerk will be responsible for processing future fixed asset transactions and generating general ledger entries. Based on the description provided by Calgary Appliance, no cross-checking controls exist.

7.
It is relatively simple to use a microcomputer to access data files in a minicomputer. No mention was made as to whether any controls were established to prevent this from occurring, and thus it may be possible for the minicomputer data files or programs to be improperly altered by using the microcomputer as a terminal.

Implications for the Audit Plan
The auditors would need to make inquiries to confirm whether some of the potential internal control weaknesses mentioned above could impact the audit or are mitigated by other controls and procedures. However, based on the available information, the apparent weaknesses are significant enough to cause serious concern as to whether controls surrounding the microcomputer applications are sufficiently reliable to produce proper financial statement information.

If the auditor determines that the internal control weaknesses are not mitigated by other controls and procedures, the audit approach in the fixed asset and accounts receivable areas would probably be based largely on substantive testing. For example, the auditors might perform the confirmation of accounts receivable at year-end rather than interim in order to make certain that the detailed trial balance can be used to support the general ledger balance and to assess the reserve for bad debts.

The auditors must be aware that many of the control features that apply in larger minicomputers or "mainframe" installations typically will not be present in the microcomputer environment. When microcomputers are used in applications or situations similar to the Calgary Appliance case, control over accounting applications may be jeopardized by less segregation of duties, reduced processing controls and a casual operating environment. When these circumstances are encountered, auditors should inquire regarding other controls, such as: (1) management involvement in the form of review and approval of transactions and reports and (2) clear and distinct audit trails over transaction processing, to determine whether reliance on controls in microcomputer-based systems is warranted.

8.68
Before deciding to use CAATs in the audit of a client’s EDP system, there are a number of considerations which the auditor should take into account, such as:

Cost/Benefit
CAATs, if applied properly, can save time and money.   However, they also can be costly and time-consuming.   The savings in time in carrying out audit procedures can be more than offset by the added technical complexity.   In most cases, CAATs are economical for repetitive tasks but quite costly for tasks that are one of a kind.

Technical Complexity
Computer techniques can increase the complexity of the audit.   The cost of training the auditor to use the software may only be recovered if the software is used routinely for several audits.   If the computer programs are developed by or for the auditor they must be rigorously tested before use, an often lengthy and costly process.

Risks
If the auditor does not have a good understanding of the processing logic of the software, or of the client’s computer system, there is a risk of the auditor misstating commands or parameters.   This may in turn lead to the auditor drawing an incorrect conclusion based on the results of the audit procedure.

Emphasis
The auditor may use the technology for its own sake and lose sight of the audit objective(s) underlying the use of CAATs.   The selection and use of CAATs should follow, not precede, the determination of the audit objective(s).

Audit Trail
For some types of EDP systems, the auditor may be forced to use CAATs due to the lack of a paper-based audit trail.   In such cases, the only way an auditor can verify transactions is to use CAATs to examine the audit trail records in computer files.

Control
Some clients are concerned that some CAATs may give the auditor too much control and access to the company’s computer.   The auditor must ensure that the use of CAATs involves minimal disruption to the client’s operations and that care is taken to allay any concerns on the part of the client regarding 

fraudulent manipulation on the part of the auditor.

8.69







MEMO

To: Frank Wu 
From: J.Senior

Subject: Internal control evaluation of Nercando’s EDP system

Your approach to evaluating the general EDP internal controls of Nercando should be basically the same as would be appropriate for any client.   However, the fact that Nercando is a small business must be taken into consideration when evaluating some of the controls.   Outlined below is the “standard approach” and suggested modifications due to the nature of the client.

Organization and Operation Controls

There should be segregation between the EDP function and uses and, within the EDP function itself, there should be segregation of incompatible functions.  This relates to control techniques such as change control procedures and controls over segregation of the programming and operating functions.   In the case of Nercando, these controls are likely to be limited.   The small size of the accounting function, the quite possible limited technical knowledge of the personnel and the often-found dominance of the owner-manager can all limit the effectiveness of such controls.   However, the presence of the owner-manager can compensate for the lack of controls.

Systems Development and Documentation Controls

System Development and Documentation Controls should be in place to ensure that the system is adequately documented and properly managed.   These controls tend to be lacking in a small business environment such as Nercando.  Any accounting programmes tend to be “canned, off-the-shelf programmes” and the staff are unlikely to have the expertise to develop their own. (Nor would it be cost-effective for Nercando to do so).

Hardware and Systems Software Controls

These are controls to ensure that the system is appropriate for use with the existing hardware and to support changes and system development.  A firm such as Nercando tends to rely on the features programmed into the software to maintain security.   Purchased microcomputers tend to have few or no built- in hardware controls.   This area tends to be one which is somewhat lax in such an environment.

Access Controls

These controls relate to both physical and logical access.   In a smaller installation such as Nercando, it is difficult to achieve the physical security desirable.   The computers should be kept in offices that can be locked and the employees should be careful to lock up each day.  In a microcomputer environment, logical access controls such as passwords should be present.   For example, it should be the case that the “boot up” sequence will continue only if a correct power-on password is entered. There is commercially available software for the purpose of password protection, encryption and backing up data. It seems to be the case that in the type of small accounting function that would be associated with a  personal computer environment, such things as passwords are often soon common knowledge.  However, the presence of the owner-manager will be a positive factor in access control.

Data and Procedural Controls

In a large installation, these controls are to ensure that the installation will be protected against unexpected events and that there will be control over the interface between the EDP department and users.   In a microcomputer environment, the operators and users are often the same people and a data control group is not present.   There should, however, be systematic procedures in place to ensure proper handling of data input and output so that errors are resolved when they occur.   Establishing and adhering to formal policies is especially important in a microcomputer environment as it is often the case that the employees using the microcomputers are not well-trained in their use.   The diskettes containing files should be kept in a single locked location and access should be limited as practicable.   Duplicate data disks should be kept updated and should be stored in as safe a location as possible (for example, a fireproof safe).

