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Chapter and Instructor Pack CD Activity
	
Learning Outcomes—Students Will Be 
Able to:
	
NWCET IT Skill Standards—Critical Function and 
Key Activity
	
NWCET IT Skill Standards Technical Knowledge
	
NWCET IT Skill Standards Employability Skills
	
NWCET IT Skill Standards Performance Indicators

	Chapter 1:
Introduction—The Network+ Certification

Instructor Pack CD Activity 1: Jobs in the World of Network Design and Administration
	· Understand the importance of Network+ certification 

· Know the structure and contents of the Network+ certification exams

· Plan a strategy to pass the exams

· Describe the job title and typical daily activities of a professional in the field of network design and administration

· List the certifications and degrees the interviewed professional possesses 

· List the new technologies that the professional plans to train for

· List trends network specialists should pay attention to over the next three years


	Technical Writing

Critical Work Function B: 

Perform Research

Key Activities B4 and B6:

Interview subject matter experts

Interpret and report research results

Critical Work Function D: 

Develop and Write Document

Key Activity D2:

Create content of document
	· Knowledge of workplace and industry vocabulary

· Knowledge of research interview methods

· Ability to relate research results to purpose of the project

· Knowledge of the principles of technical writing and presentation
	· Ability to summarize information

· Ability to listen, interpret and respond to communication appropriately

· Ability to relate research results to purpose of the project

· Ability to create clear, concise original documents
	· Interview questions are relevant, succinct and directed to appropriate contacts

· Research reports are concise and timely

· Research reports communicate results clearly and accurately

· Content is presented clearly and concisely to the intended audience

	Chapter 2:  
Defining Networks

Instructor Pack CD Activity 2:
New Subsidiary Network Status Assessment (part 1)
	· Explain the goal of networking

· Explain the difference between a server and a client system

· Define a network resource

· Identify completely resources that may be shared in a network

· Accurately list specific sub-types of each resource


	Critical Work Function:

A—Perform Analysis

Key Activities:

A5—Research technical alternatives and analyze technical options


A4—Review network architecture, topology, interdependencies and constraints


	· Knowledge of system design concepts and techniques

· Knowledge of hardware and software standards and processes

· Knowledge of network architecture, topology, hardware and software


	· Ability to accurately summarize and document information

· Ability to create detailed supporting documents


	· Alternative technical and design scenarios are outlined, compared and evaluated with regard to technical and business goals, impacts and desirability
· Product and vendor architecture and equipment specifications/limitations are thoroughly researched


	Chapter 3: 
Building a Network with OSI

Instructor Pack CD Activity 3: 
High School Class OSI Presentation
	· Explain the major functions of network hardware

· Describe the functions of network software 

· Define each of these functions as part of the OSI 7-layer model

· Explain clearly for a non-technical audience the basic concepts of the 7-layer OSI model

· Develop analogies that help to explain the concepts in a non-technical way

· Develop a well-organized PowerPoint presentation that include an introduction, overview and conclusion explaining the 7-layer OSI model
	Critical Work Function:
A—Perform Analysis

Technical Writing Cluster Critical Work Function:  

D—Develop and Write Document

Key Activities:

A5—Research technical alternatives and analyze technical options


D1—Select, synthesize and organize pertinent information to meet user needs


	· Knowledge of system design concepts and techniques

· Knowledge of hardware and software standards and processes

· Knowledge of network architecture, topology, hardware and software

· Knowledge of user requirements

· Knowledge of the procedures, processes and/or products being documented

· Knowledge of logical document organization procedures
	· Ability to accurately summarize and document information

· Ability to recognize and organize information most relevant and important to the situation

· Ability to simplify complex information
	· Alternative technical and design scenarios are outlined, compared and evaluated with regard to technical and business goals, impacts and desirability
· Information is selected for relevance and appropriateness

· Information is accurate

· Information meets user needs

· Information is synthesized and well organized

	Chapter 4: 
Hardware Concepts 

Instructor Pack CD Activity 4: 
Network Status Assessment (part 2)


	· Explain the different types of network topology

· Describe the different types of network cabling

· Describe and distinguish between the 802.2, 802.3, 802.5, and 802.11 IEEE networking standards

· Accurately assess network architecture based on incomplete information

· Accurately explain how network components interface and function in order to justify conclusions reached about the network architecture in question

· Write the above information in a clear and readable email for a technical audience

	Critical Work Function:

A—Perform Analysis

Key Activities:

A5—Research technical alternatives and analyze technical options


A4—Review network architecture, topology, interdependencies and constraints
	· Knowledge of system design concepts and techniques

· Knowledge of hardware and software standards and processes

· Knowledge of network architecture, topology, hardware and software
	· Ability to accurately summarize and document information

· Ability to create detailed supporting documents
	· Alternative technical and design scenarios are outlined, compared and evaluated with regard to technical and business goals, impacts and desirability 

· Product and vendor architecture and equipment specifications/limitations are thoroughly researched



	Chapter 5: 
Ethernet Basics 

Instructor Pack CD Activity 5: 
Identifying Important Information for New Purchases at the New Subsidiary


	· Describe the concept of Ethernet

· Define Ethernet cabling systems

· Explain the function of repeaters and bridges

· Generate technical questions that help to gather facts to make appropriate equipment purchase decisions

· Write an email posing the questions in an appropriate manner, using language that is sensitive to a potential conflict situation


	Critical Work Function:

A—Perform Analysis

Key Activities:

A5—Research technical alternatives and analyze technical options

A1—Gather data to identify customer requirements
	· Knowledge of system design concepts and techniques

· Knowledge of hardware and software standards and processes

· Knowledge of network architecture, topology, hardware and software
	· Ability to accurately summarize and document information

· Ability to select/obtain data relevant to the task and identify the need for data

· Ability to encourage cooperation

· Ability to ask open-ended and confirming questions


	· Alternative technical and design scenarios are outlined, compared and evaluated with regard to technical and business goals, impacts and desirability

· Information is gathered systematically in a cost-effective manner

	Chapter 6: 
Modern Ethernet 

Instructor Pack CD Activity 6: 
Recommending Migration Processes
for NICs at the New Subsidiary


	· Define the characteristics, cabling, and connectors used in 10BaseT and 10BaseFL

· Explain how to connect multiple Ethernet segments

· Define the characteristics, cabling, and connectors used 100Base and Gigabit Ethernet

· Specify the correct number of NICs necessary to upgrade a given network

· Identify the pros and cons of migrating NICs on an existing network to a different standard

· Provide reasonable suggestions for reducing migration costs


	Critical Work Functions:

A—Perform Analysis

B—Design Network

Key Activities:
A5—Research technical alternatives and analyze technical options


B1—Prepare integration plan for new processors, protocols and equipment


	· Knowledge of system design concepts and techniques

· Knowledge of hardware and software standards and processes

· Knowledge of network architecture, topology, hardware and software

· Knowledge of networking and operating environments

· Knowledge of network architecture, topology, hardware and software


	· Ability to accurately summarize and document information

· Ability to collect and analyze information

· Ability to present technical information in a clear and concise form

· Ability to analyze situation/information and formulate a plan of action that is in line with business and financial constraints
	· Alternative technical and design scenarios are outlined, compared and evaluated with regard to technical and business goals, impacts and desirability

· Design and integration plans are optimized for ease and quality of implementation

	Chapter 7: 
Non-Ethernet Networks

Instructor Pack CD Activity 7: 
Migrating from Token Ring LAN to the Standard


	· Define the characteristics, cabling, and connectors used in Token Ring

· Describe the characteristics, cabling, and connectors used in ARCNET and LocalTalk

· Explain the characteristics, cabling, and connectors used in FDDI and ATM 

· Identify the issues associated with using STP cabling in a high EMI environment

· Make a recommendation for migration from STP cabling to an alternative based on what is known about preferred cabling for a LAN in a high EMI environment

· Develop a good set of technical recommenda​tions for the best way to integrate a token ring LAN into a given network based on research and known best practices for NICs and bridges

· Explain issues and recommendations in a well constructed email for a technical manager


	Critical Work Functions:

A—Perform Analysis

B—Design Network

Key Activities:

A5—Research technical alternatives and analyze technical options


B1—Prepare integration plan for new processes, protocols and equipment

	· Knowledge of system design concepts and techniques

· Knowledge of hardware and software standards and processes

· Knowledge of network architecture, topology, hardware and software

· Knowledge of networking and operating environments


	· Ability to accurately summarize and document information

· Ability to collect and analyze information

· Ability to present technical information in a clear and concise form

· Ability to analyze situation/information and formulate a plan of action that is in line with business and financial constraints


	· Alternative technical and design scenarios are outlined, compared and evaluated with regard to technical and business goals, impacts and desirability

· Design and integration plans are optimized for ease and quality of implementation



	Chapter 8: 
Installing a Physical Network 

Instructor Pack CD Activity 8: 
Meeting EIA/TIA Standards 


	· Recognize and describe the function of basic components in a structured cabling system

· Explain the process of installing structured cable

· Install a network interface card

· Perform basic troubleshooting on a structured cable network

· Accurately and clearly explain to a non-technical reader the purpose of EIA/TIA standards

· Completely and accurately list the network components and workplace areas that need to be inspected for compliance to EIA/TIA standards

· Construct a well written email that outlines recommendations for EIA/TIA standards compliance inspection to a non-technical reader


	Critical Work Function:

C—Configuration and Deploy Network

Key Activity:

C7—Install hardware


	· Knowledge of cabling and wiring procedures

· Knowledge of hardware testing procedures

· Knowledge of applicable codes and practices 


	· Ability to follow standard installation procedures and practices

· Ability to troubleshoot and test system and components

· Ability to create detailed supporting documentation
	· Initial test and functional test are performed after installation

· Test reports are documented appropriately and approved as required



	Chapter 9: 
Wireless Networking
Instructor Pack CD Activity 9: 
Troubleshooting Wireless



	· Explain wireless networking hardware and software requirements and configure wireless networking hardware

· Define wireless networking IEEE standards and FCC operation frequencies

· Define wireless network operation modes, limits, and methods

· Configure wireless networking security

· Describe troubleshooting techniques for wireless networks

· Organize steps for troubleshooting wireless networks into a logical checklist

· Document the troubleshooting process accurately and completely


	Critical Work Functions:
A—Perform Analysis

F--Maintain Network and Manage Growth

Key Activities:

A5—Research technical alternatives and analyze technical options


F5--Troubleshoot and maintain client, server and network systems
	· Knowledge of system design concepts and techniques

· Knowledge of hardware and software standards and processes

· Knowledge of network architecture, topology, hardware and software

· Troubleshooting and restoration are performed according to established procedures and practices
	· Ability to accurately summarize and document information

· Knowledge of general and equipment specific troubleshooting methods, practices and techniques

	· Alternative technical and design scenarios are outlined, compared and evaluated with regard to technical and business goals, impacts and desirability

· Ability to follow standard procedures, processes and practices

	Chapter 10: 
Protocols

Instructor Pack CD Activity 10: 
Supporting Macintosh Devices in a Windows Environment
	· Define the generic functions of any network protocol

· Describe the capabilities of the NetBIOS/NetBEUI network protocol suite

· Explain the capabilities and merits of the IPX/SPX network protocol suite

· Describe the capabilities of the TCP/IP network protocol suite

· Explain the capabilities and relevance of AppleTalk and other less-common network protocol suites

· Accurately compare and contrast the functions of NetBIOS/NetBEUI, TCP/IP and AppleTalk 

· Describe the steps to take in using AppleTalk to support Macintosh devices in a Windows environment


	Critical Work Function:
A—Perform Analysis

Key Activity:

A5—Research technical alternatives and analyze technical options


	· Knowledge of system design concepts and techniques

· Knowledge of hardware and software standards and processes

· Knowledge of network architecture, topology, hardware and software
	· Ability to accurately summarize and document information


	· Alternative technical and design scenarios are outlined, compared and evaluated with regard to technical and business goals, impacts and desirability

	Chapter 11: 
TCP/IP

Instructor Pack CD Activity 11:  

Supporting Fixed IP Machines in a DHCP Environment
	· Describe properly formatted IP addresses

· Explain the function of subnet mask and default gateway

· Define and calculate classfull and classless subnets

· Explain the function of DNS, DHCP and WINS

· Describe the port numbers and the functions of popular TCP and UDP applications

· Describe the need for IPv6 and recognize properly formatted IPv6 addresses.

· Accurately define fixed IP and why fixed IP may be necessary

· Accurately explain differences between fixed IP and DHCP

· Suggest an appropriate solution that will allow machines to run as fixed IP and also be part of the DHCP environment


	Critical Work Function:
A—Perform Analysis

Key Activity:

A5—Research technical alternatives and analyze technical options


	· Knowledge of system design concepts and techniques

· Knowledge of hardware and software standards and processes

· Knowledge of network architecture, topology, hardware and software
	· Ability to accurately summarize and document information


	· Alternative technical and design scenarios are outlined, compared and evaluated with regard to technical and business goals, impacts and desirability



	Chapter 12: 
Network Operating Systems
Instructor Pack CD Activity 12:  

Helping Customers Develop Strong Passwords
	· Define the concepts of resource-, server-, and organization-based network models and place any operating system into the proper model

· Describe in detail how different operating systems perform networking

· Configure a Windows client to connect to any version of Windows Server

· Provide in written form good instructions on how to set up a strong password

· Provide in written form accurate instructions for accessing the Help function

· Provide in written form a list of tips on preventing password theft from occurring

· Explain whether any password is unbreakable and discuss why strong passwords and frequent changing of passwords is the best practice


	Critical Work Functions:
C—Configuration and Deploy Network

B—Ensure infrastructure and Network Security

Key Activities:

C2—Implement new system configuration


B2—Identify, analyze and evaluate infrastructure and network vulnerabilities
	· Knowledge of network architecture, topology, hardware and software

· Knowledge of hardware and software standards and processes

· Knowledge of system configuration procedures

· Knowledge of access control and authentication methods and protocols


	· Ability to understand technology applications

· Ability to follow proper procedures

· Ability to analyze, interpret and summarize information

· Ability to present complex ideas and information


	· Configuration plan meets user needs

· Appropriate policies and procedures are developed for access control and authentication

	Chapter 13: 
Sharing Resources

Instructor Pack CD Activity 13:  Using Scripting to Allow Sharing of Network Resources
	· Explain the naming of shared resources

· Describe permissions in many network operating systems

· Describe sharing resources in many network operating systems

· Explain how to access shared resources in many network operating systems

· Describe clearly and accurately the purpose of log on scripts

· Explain the function of two specific log on scripts: 

· net use z: \\subsidiary1\
engineering 

· net use LPT1 \\engserver\LP43

	Critical Work Function:
C—Configuration and Deploy Network

Key Activity:

C2—Implement new system configuration


	· Knowledge of network architecture, topology, hardware and software

· Knowledge of hardware and software standards and processes

· Knowledge of system configuration procedures


	· Ability to understand technology applications

· Ability to follow proper procedures


	· Configuration plan meets user needs

	Chapter 14: 
Going Large with TCP/IP 
Instructor Pack CD Activity 14:  

DNS versus WINS Question
	· Describe the function and capabilities of DNS

· Explain the function and capabilities of DHCP

· Describe the function and capabilities of WINS

· Use common TCP/IP utilities to diagnose problems with DNS, DHCP, or WINS

· Describe clearly the differences between WINS and DNS

· Suggest appropriate solutions for supporting Windows 9x machines within a network environment 
	Critical Work Function:
C—Configuration and Deploy Network

Key Activity:

C2—Implement new system configuration


	· Knowledge of network architecture, topology, hardware and software

· Knowledge of hardware and software standards and processes

· Knowledge of system configuration procedures


	· Ability to understand technology applications

· Ability to follow proper procedures

· Ability to analyze situation/information, consider risks/implications, generate alternative solutions and formulate a plan of action


	· Configuration plan meets user needs

	Chapter 15: 
TCP/IP and the Internet 

Instructor Pack CD Activity 15:  

Presentation on NAT
	· Explain how routers work using routing tables

· Define static and dynamic routers and name different dynamic routing standards

· Explain Network Address Translation (NAT) and Proxy Serving

· Define HTTP, HTTPS, e-mail (SMTP, POP3, and IMAP), FTP, and Telnet

· Explain the purpose of NAT

· Describe the various kinds of NAT

· Develop and deliver an effective technical presentation on NAT
	Critical Work Function:
A—Perform Analysis

Key Activity:

A5—Research technical alternatives and analyze technical options


	· Knowledge of system design concepts and techniques

· Knowledge of hardware and software standards and processes

· Knowledge of network architecture, topology, hardware and software
	· Ability to accurately summarize and document information


	· Alternative technical and design scenarios are outlined, compared and evaluated with regard to technical and business goals, impacts and desirability



	Chapter 16: 
Remote Connectivity 

Instructor Pack CD Activity 16:  

Connecting to the Acme WAN
	· Describe the different types of SOHO connections such as dial-up, ADSL, and cable modems

· Describe the different types of higher-capacity connections such as T1/T3, OC1/OC3, Frame Relay, and ATM, commonly used for WAN connectivity

· Explain how to set up and use clients and servers for remote access

· Troubleshoot basic remote access problems

· Describe connection mediums and routing protocols that are available as solutions for connecting a given network to a given WAN

· Recommend an appropriate solution that specifies connection mediums and packet switching choices


	Critical Work Function:
A—Perform Analysis

Key Activity:

A5—Research technical alternatives and analyze technical options


	· Knowledge of system design concepts and techniques

· Knowledge of hardware and software standards and processes

· Knowledge of network architecture, topology, hardware and software
	· Ability to accurately summarize and document information


	· Alternative technical and design scenarios are outlined, compared and evaluated with regard to technical and business goals, impacts and desirability



	Chapter 17: 
Protecting Your Network
Instructor Pack CD Activity 17: Authentication, Permissions, and Policies
	· Define the various types of network threats and how they are caused

· Explain how firewalls, NAT, port filtering, packet filtering, encryption, and authentication protect a network from threats

· Explain how to implement these levels of protection on different types of networks

· Explain the concepts of authentication (accounts, passwords, and password encryption protocols), permissions (read, write, share) and policies (individual, group etc.) to a non-technical audience

· Give examples of how these security concepts apply to specific users

· Develop and deliver an effective presentation

	Critical Work Function:
G—Perform Security Administration

Key Activity:

G1—Gather and document security requirements


	· Knowledge of network operating systems, software and security practices
	· Ability to synthesize information
	· Security requirements are derived from system specifications and industry practices

	Chapter 18: Interconnecting Network Operating Systems 

Instructor Pack CD Activity 18:

Supporting File and Folder sharing Between Macintosh and Windows XP 
	· Describe the issues involved with interconnecting Windows 9x, NT, 2000, XP, and 2003 with other network operating systems

· Define the issues involved with interconnecting NetWare with other network operating systems

· Explain the interconnection issues of Macintosh with other network operating systems

· Describe the issues involved with interconnecting UNIX/Linux with other network operating systems

· Locate software to provide interface for Mac/PC file folder sharing

· Explain the issues involved in cross-platform file folder sharing


	Critical Work Function:
A—Perform Analysis

Key Activity:

A5—Research technical alternatives and analyze technical options


	· Knowledge of system design concepts and techniques

· Knowledge of hardware and software standards and processes

· Knowledge of network architecture, topology, hardware and software
	· Ability to accurately summarize and document information


	· Alternative technical and design scenarios are outlined, compared and evaluated with regard to technical and business goals, impacts and desirability



	Chapter 19: 
The Perfect Server 

Instructor Pack CD Activity 19:  

Data Storage Offsite Solution
	· Explain methods and hardware used for protecting data

· Describe server-specific hardware for boosting speed

· Explain methods and hardware used for server reliability

· Conduct Internet research to gather information about offsite storage practices

· Explain pertinent information regarding offsite storage options including security (passwords, encryption, no inbound requests initiated from service), interface for the administrator (GUI, ease of selection process, ease of restoration, scheduling capability, unattended backups, activity reports), how are backups tested and how many versions of files can be retained, file compression

· Develop a list of products names and vendors that tracks features across the board
	CyberSecurity Skill Standards
Critical Work Functions:
B—Ensure Infrastructure and Network Security

A—Perform Analysis

Key Activities:

B2—Identify, analyze and evaluate infrastructure and network vulnerabilities


A5—Research technical alternatives and analyze technical options
	· Knowledge of network architecture, topology, devices and software

· Knowledge of applicable physical security requirements and practices

· Knowledge of key sources of information regarding technical options
	· Ability to evaluate system configuration

· Ability to analyze, interpret and summarize information

· Ability to accurately summarize and document information

· Ability to gather, synthesize and interpret data
	· Infrastructure and network devices and software are benchmarked against known limitations and vulnerabilities

· Alternative technical and design scenarios are outlined, compared and evaluated with regard to technical and business goals, impacts and desirability

	Chapter 20: 
Zen and the Art of Network Support
Instructor Pack CD Activity 20: Troubleshooting a Network Problem
	· Describe troubleshooting tools

· Explain the troubleshooting process

· Analyze troubleshooting scenarios

· Develop and document a list of appropriate questions to ask a customer when troubleshooting the customer’s network printer access

· Lead a customer through the troubleshooting process remotely 

· Document the problem and resolution


	Critical Work Function F:

Maintain Network and Manage Growth

Key Activity:

F5: Troubleshoot and maintain client, server and network systems
	· Knowledge of general and equipment-specific troubleshooting methods, practices and techniques 
	· Ability to follow standard procedures, processes and practices

· Ability to maintain appropriate logs and detailed supporting documentation 
	· Maintenance, security and troubleshooting activities are documented appropriately
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