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8.2 The prefix identifies the address class.

8.3 27 26 2° 24 23 22 2! 20
128 64 32 16 8 4 2 1

200 = 128+64+8 => 11001000
58 = 32+16+8+2 => 00111010
20 = 16+4 => 00010100
165 = 128+32+4+1 => 10100101
and so, 200.58.20.165 => 11001000.00111010.00010100.10100101

8.7 A CIDR addressing scheme would use a 17-bit prefix.
8.11  True; True.

8.12  128.56.24.0/22

8.17  The figure below shows the parameters of the netstat command in Windows XP.

+ Command Prompt

Dizplays protocol statistics and current TCPAIP network connections.
METSTAT [-al [-e]l [-n] [0]1 [-s]1 [-p protol]l [-»] [intervall

—a Displays all connections and listening ports.

—e Displays Ethernet statistics. This may be combined with the —=
option.

-n Displays addresses and port numbers in numerical form.

-0 Displays the owning process ID associated with each connection.

—p proto Shows connections for the protocol specified by proto; proto
may be any of: TCP. UDF. TCPvb. or UDPve. If wused with the —s
option to display per-protocol statistics, proto may be any of:
IP. IPub,. ICHMP, ICHMPvG,. TGP, TCPub,. UDP,. or UDPu6.
Displays the routing tahle.
Displays per—-protocol statistics. By default, statistics are
showun for IP. IPub,. ICHP,. ICHMFuG,. TCP, TCPuG,. UDFPF,. and UDPub;
the —p option may be used to specify a subset of the default.

interval Redisplays selected statistics,. pausing interval seconds
hetween each display. Press CIRL+C to stop redisplaying
statistics. If omitted. netstat will print the current
configuration information once.
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8.22  The following screen captures show and ARP request and the corresponding ARP reply.

& arpwhohas - Ethereal

File Edit Capture Display Tools

I Ma. . |Time Source Destination ]Prutocol ‘Info

7 B.062040 192.168.2.2 131.107.173.8 TCP

B 15 3 Er

9 15.263395 AsustekC_8c:49:bl Intel_cl:8e:0a ARP -

10 15.263402 192.168.2.2 102.168.2.17 TCP 1372 > 1720 [SYN] Seq=3610079180 Ack=0 wi /
-1 | -
HFrame 8 (42 bytes on wire, 42 bytes captured) &
EEthernet II, srg¢: 00:07:8%9:c1l:8e:0a, Dst: ff:ff:ff:ff:ff:ff
B address resolution Protocol (reguest)

Hardware type: Ethernet (0x0001)

Protocol type: IP (0x0800)

Hardware size: 6

Protocol size: 4

opcode: request (0x0001)

sender MAC address: 00:07:e9:cl:8e:0a (Intel_cl:8e:0a)

sender IP address: 192.168.2.2 (192.168.2.2)

Target MAC address: 00:00:00:00:00:00 (00:00:00_00:00:00)

Target IP address: 1592,168.2.17 (192.168.2.17)
I~ T
oooo FF £f £f ff £ ff 00 07 &89 ¢l 82 0a 08 06 00 0L ....ciin vunnnnn- &
0010 08 00 06 04 00 01 00 07 e9 <l Be 0a <0 aB 02 02 ....ovies cinnnnnn
0020 00 00 00 00 00 00 cO aB 02112 e i
Filter:]] ;’j Reset] Apply”File: arpwhohas

& arpreply - Ethereal

File Edit Capture Display Tools

I]No. . |Time Source Destination ]F'rutocol ‘Info :}J
e e s — ———— =T . — . T
7 B.0D62040 192.168.2.2 131.107.173.8 TCP 1371 > 1002 [SYN] Seq=3606566415 Ack=0 wi
8 15.263243 Intel_cl:8e:0a Broadcast ARP who has 192,168.2.177 7Tell 192.168.2.2
E AS 5 Intel i il L
10 15.263402 192.168.2.2 102.168.2.17 TCP 1372 > 1720 [SYN] Seq=3610079180 Ack=0 wi /
|| I -
HFrame 9 (60 bytes on wire, 60 bytes captured) (3]
EEthernet II, src: 00:e0:18:8c:49:bh1, Dst: 00:07:e9:cCl:8e:0a
B address Resolution Protocol (reply)
Hardware type: Ethernet (0x0001)
Protocol type: IP (0x0800)
Hardware size: 6
Protocol size: 4
opcode: reply (0x0002)
sender MAC address: 00:e0:18:8c:49:bh1 (asustekC_8c:49:hl)
sender IP address: 192.168.2.17 (192.168.2.17)
Target MAC address: 00:07:80:cl:8e:0a (Intel_cl:8e:0a)
Target IP address: 1592,168.2.2 (192.168.2.2)
B T
0000 00 0F e% ¢l 8e 0a 00 e0 18 8c 49 bl 08 06 00 01 ........ L e &
00l0 08 00 06 04 00 02 00 e0 18 8c 49 bl <0 a8 02 11 ........ S TR
0020 00 07 29 ¢l 8e 0a <0 a8 02 02 ff £ff ff ff fFf Ff ... oo
ooz0 fFFEFEFFFFFFEFEFE FEFEFEFE oo L
FiIter:H j Reset] Apply” File: arpreply

8.23  (d) 2819:00AF:0000:0000:0000:0035:0CB2:B271=>2819:AF::35:CB2:B271

8.29 (a) Hint: Assume that the send window is replenished by the receiver as soon as it
receives a segment. Draw the time scale in microseconds.

(b) What is the impact of the long segments from B to A?
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8.30

impact of the intermediate router on the sequence of events.

8.37

8.38

Chapter 8: Hints & Answers

Draw the time axis at station A, at the intermediate router, and at station B, then show the

Refer to Figure 8.36.

The following sequence of packet captures was obtained by connecting to
www.yahoo.com using telnet. The TCP open and close can be observed at the beginning and

end of the packet sequence. Advertised window sizes, acknowledgments, and sequence
numbers are also shown. (The data was obtained from Ethereal using the print-to-file option.)

1 0.000000
2 12.992506
3 13.001008

216.109.125.72
.001678
.039151
.039221
.472270
.622879
.734094
.905241
.924462
.078556
.244070
.369356

.016538
.018301
.018342
.034934
.035032
.275248
.275415
.346468
.346585
.239449
.273437

Intel cl:8e:0a Broadcast ARP
192.168.2.18 192.168.2.1 DNS
192.168.2.1 192.168.2.18 DNS
192.168.2.18 216.109.125.79 TCP
216.109.125.79 192.168.2.18 TCP
192.168.2.18 216.109.125.79 TCP
192.168.2.18 216.109.125.79 TCP
216.109.125.79 192.168.2.18 TCP
192.168.2.18 216.109.125.79 TCP
216.109.125.79 192.168.2.18 TCP
192.168.2.18 216.109.125.79 TCP
216.109.125.79 192.168.2.18 TCP
192.168.2.18 216.109.125.79 TCP
216.109.125.79 192.168.2.18 TCP
192.168.2.18 216.109.125.79 TCP
216.109.125.79 192.168.2.18 TCP
192.168.2.18 216.109.125.79 TCP
216.109.125.79 192.168.2.18 TCP

192.168.2.18 216.109.125.79 TCP
216.109.125.79 192.168.2.18 TCP
192.168.2.18 216.109.125.79 TCP
216.109.125.79 192.168.2.18 TCP
192.168.2.18 216.109.125.79 TCP
192.168.2.18 216.109.125.79 TCP
216.109.125.79 192.168.2.18 TCP

Who has 192.168.2.3? Tell 192.168.2.2

Standard query A www.yahoo.com

Standard query response CNAME www.yahoo.akadns.net A 216.109.125.79 A
A 216.109.125.69 A 216.109.117.205 A 216.109.125.78 A 216.109.125.71 A 216.109.125.64 A 216.109.118.64

2498
http
2498
2498
http
2498
http
2498
http
2498
http

2498
http
2498

2498
http
2498
http
2498
2498
http

>
>
>
>
>
>
>
>
>
>
>

>
>
>

http > 2498

>

>
>
>
>
>
>

http
2498
http
http
2498
http
2498
http
2498
http
2498

http
2498
http

[FIN,

http
2498
http
2498
http
http
2498

SYN]

Seq=147142992 Ack=0 Win=8192 Len=0

SYN, ACK] Seqg=2183346772 Ack=147142993 Win=65535 Len=0

ACK]

Seq=147142993 Ack=2183346773 Win=8760 Len=0

PSH, ACK] Seq=147142993 Ack=2183346773 Win=8760 Len=1

ACK]

ACK]

Seq=2183346773 Ack=147142994 Win=65535 Len=0

Seq=2183346773 Ack=147142995 Win=65535 Len=0

PSH, ACK] Seq=147142995 Ack=2183346773 Win=8760 Len=1

ACK]

Seq=2183346773 Ack=147142996 Win=65535 Len=0

PSH, ACK] Seq=147142996 Ack=2183346773 Win=8760 Len=1

ACK]

[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[

[ACK]
[
[

ACK]

PSH,

[
[
[
[
[
[PSH, ACK] Seqg=147142994 Ack=2183346773 Win=8760 Len=1
[
[
[
[
[

Seq=2183346773 Ack=147142997 Win=65535 Len=0

Seq=147142999 Ack=2183377433 Win=8760 Len=0
Seq=2183380353 Ack=147142999 Win=65535 Len=1460
Seq=147142999 Ack=2183377433 Win=8760 Len=0

ACK] Seq=2183381813 Ack=147142999 Win=65535 Len=697
Seq=147142999 Ack=2183377433 Win=8760 Len=0
Seq=2183377433 Ack=147142999 Win=65535 Len=1460
Seq=147142999 Ack=2183382510 Win=8760 Len=0

FIN, ACK] Seqg=2183382510 Ack=147142999 Win=65535 Len=0

Seq=147142999 Ack=2183382511 Win=8760 Len=0

FIN, ACK] Seqg=147142999 Ack=2183382511 Win=8760 Len=0

Seq=2183382511 Ack=147143000 Win=65535 Len=0

By comparing frame 9 and frame 59 we see that 35,738 bytes are transferred by TCP in 4.65

seconds which corresponds to about 61.5 kbps.

8.44

8.50

8.58

8.65

15 nodes.

Explain why the router is called a “black hole.”

0.20 bits/second.

Approximate the Binomial distribution by a Gaussian distribution. The probability that the
ISP does not have enough addresses to serve customer connection requests is then 8.8%.
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