
Chapter 16, Securing Access in a Heterogeneous Network Environment

|1|
Chapter Overview


Providing Interoperability Between Windows 2000 and Heterogeneous Networks


Securing Authentication in a Heterogeneous Network


Designing Directory Synchronization and Integration


Securing Access to Windows 2000 Resources


Securing Windows 2000 User Access to Heterogeneous Networks


Chapter 16, Lesson 1

|2|
Providing Interoperability Between Windows 2000 and Heterogeneous Networks

|3|
1.
AppleTalk Network Integration Services


A.
Formerly known as Services for Macintosh


1.
File Services for Macintosh


a.
Allows Macintosh users to authenticate with the network and access file resources by creating Macintosh-accessible volumes


2.
Print Services for Macintosh


a.
Allows Macintosh users to access print servers in a Windows 2000 network
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2.
Microsoft Services for Netware 5.0


A.
An add-on product that allows integration of Windows 2000 and Novell NetWare


1.
Microsoft Directory Synchronization Services (MSDSS)


a.
Allows two-way synchronization between Active Directory directory service and Novell Directory Services (NDS)


b.
Allows synchronization between Active Directory and Novell Bindery Services available in NetWare 3.x and earlier


c.
Allows users to maintain the same password in the two directory services


2.
Microsoft File Migration Utility


a.
Allows the migration of files from NetWare file resources to a Windows 2000 server


b.
Translates the NetWare trustee rights to NTFS permissions during the migration process


3.
File and Print Services for NetWare (FPNW)


a.
Enables computers running Windows 2000 to emulate a NetWare 3.x server and provide file and print services to NetWare clients
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3.
Microsoft Services for UNIX 2.0


A.
An add-on product that allows the integration of Windows 2000 and UNIX clients in a single network


1.
Network File System (NFS) software


a.
NFS client


(1)
Allows Microsoft clients to connect to UNIX NFS servers


b.
NFS server


(1)
Allows UNIX NFS clients to connect to a Windows 2000 server for file access, using the NFS protocol


c.
NFS gateway


(1)
Allows a Windows 2000 server to publish UNIX NFS data as a Windows 2000 share


(a)
This allows Microsoft clients to connect to NFS resources without installing NFS client software.


2.
Telnet services


a.
Includes a Telnet server that allows up to 64 connections and a Telnet client for connecting to Telnet services on a UNIX computer


3.
Management tools


a.
Includes the Services for UNIX Microsoft Management Console (MMC) 


(1)
Allows the administrator to manage various services for UNIX utilities


b.
Includes the ActivePerl script engine


(1)
Allows UNIX scripts to take advantage of the Windows Management Instrumentation (WMI) to automate routine network administration tasks


4.
Network Information Services (NIS)


a.
Includes the NIS To Active Directory Migration Wizard


(1)
Allows the administrator to import UNIX NIS source files into Active Directory to provide a single directory service


b.
Includes the Server for NIS


(1)
Allows a Windows 2000 domain controller (DC) to act as a primary server for NIS


5.
Two-Way Password Synchronization


a.
Lets the administrator synchronize passwords between Active Directory and UNIX systems


6.
User Name Mapping


a.
Allows Windows 2000 account names to be mapped to UNIX UIDs


(1)
A user connecting to an NFS resource does not have to provide alternate credentials for the UNIX system.
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4.
Making the Decision: Designing Secure Integration


A.
Use File Services for Macintosh


1.
To allow Macintosh clients to access file resources stored on a Windows 2000 Server


2.
To securely authenticate Macintosh users accessing the network


B.
Use Print Services for Macintosh


1.
To allow Macintosh users to print to Windows 2000–hosted print servers


C.
Use MSDSS


1.
To securely synchronize password information between Active Directory and a NetWare NDS or NetWare Bindery directory


D.
Use File and Print Services for NetWare (FPNW)


1.
To allow NetWare clients to authenticate with a Windows 2000 Server and access resources on the Windows 2000 Server using native NetWare utilities


E.
Use NIS Services


1.
To allow UNIX clients to authenticate with Active Directory when accessing NFS resources


2.
To import existing UNIX NIS source files into Active Directory


F.
Use NFS Services


1.
To allow UNIX clients to access Windows 2000 resources using native NFS clients


2.
To allow Windows 2000 clients to access NFS resources on a UNIX NFS server


a.
Directly, using the NFS client


b.
Indirectly, using the NFS gateway


G.
Use Two-Way Password Synchronization


1.
To synchronize user passwords between the UNIX and Windows 2000 environments


H.
Use User Name Mapping


1.
To allow Windows 2000 users to connect to UNIX NFS resources using their Windows 2000 credentials
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5.
Applying the Decision: Designing Secure Integration for Blue Yonder Airlines


A.
Macintosh connectivity


1.
Use File Services for Macintosh.


a.
Allows Macintosh users to access the data stored on the BYDATA server by authenticating with the Windows 2000 network


B.
NetWare connectivity


1.
Eventually migrate the NetWare resources at Consolidated Messenger  to Windows 2000.


2.
Use MSDSS during the premigration stage to synchronize user account passwords between NDS and Active Directory.


3.
Install FPNW on the BYDATA server to allow NetWare clients at Consolidated Messenger to connect to resources using native NetWare clients.
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C.
UNIX connectivity


1.
Deploy the NFS components from Services for UNIX 2.0 to ensure interoperability for the UNIX installations.


a.
The NFS client allows Windows 2000 users to access scheduling and status reports on the UNIX NFS server.


b.
The NFS server allows UNIX clients to connect to the BYDATA server using UNIX NFS clients.


2.
Deploy Two-Way Password Synchronization to maintain the same password on both systems.


3.
Deploy User Name Mapping to associate UNIX UIDs with Windows 2000 user accounts for providing authorization to data stored on the BYDATA server.
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Securing Authentication in a Heterogeneous Network
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1.
Overview


A.
Authentication associates users with a security principal within Active Directory.


B.
The credentials provided by the user authenticate the user with the network.


C.
Once the user is authenticated, authorization can take place to limit access to specific authorized resources.
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2.
Securing Authentication for Macintosh Clients


A.
File Services for Macintosh


1.
Supports users authenticating with Active Directory from Macintosh client computers


2.
Requires Macintosh clients to authenticate using accounts stored in Active Directory


3.
Configure the properties to limit authentication to specific methods to maintain a minimum security level in the network.


4.
Configure Macintosh-accessible volumes with a volume password that forces Macintosh users to provide the associated password.


B.
Windows 2000 authentication methods


1.
No authentication


a.
Allows a Macintosh user to connect using the Guest account if guest access is enabled on the Windows 2000 Server


b.
Allows a user to use the Guest account to connect without providing a password for authentication


2.
Apple Clear Text


a.
Passes passwords in clear text from the Macintosh client to the Windows 2000 Server


b.
Provides clear text authentication for Macintosh users who use the standard Apple Share client software or System 7 File Sharing


3.
Apple Standard Encryption


a.
Enables passwords up to eight characters long


b.
Does not transmit the encrypted password on the network


c.
Executes a hash algorithm against a random number, using the user’s password


d.
Uses the same password at the server to perform the hash algorithm and compares the results 


e.
Requires the password to be stored in reversibly encrypted format at the server


4.
Microsoft User Authentication Module (MS-UAM)


a.
Allows encrypted passwords up to 14 characters long


b.
Requires reversibly encrypted format


c.
Requires installation at each Macintosh client to support the stronger encryption of authentication credentials


C.
Windows 2000 multiple domain network


1.
The user should provide his account in the format domain\username, where domain denotes the domain where the user’s account is located.


2.
Not providing the domain prefix can lead to different results if the same username exists in multiple domains.
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D.
Making the decision: securing Macintosh user authentication


1.
To allow unauthenticated access to Macintosh users


a.
Enable the Guest account at the server hosting File Services for Macintosh


b.
Enable Guest access for the Macintosh-accessible volume


c.
Have Macintosh users connect to the volume as a guest


2.
To allow all Macintosh clients to connect to the Windows 2000 server


a.
Enable File Services for Macintosh to access Apple Clear Text authentication or enable Apple Clear Text or Microsoft authentication


3.
To require encrypted authentication


a.
Configure all user accounts for Macintosh users to store passwords in reversible encrypted format


b.
Configure File Services for Macintosh properties to require Apple Encrypted authentication or Microsoft authentication


4.
To restrict supported authentication methods


a.
Configure File Services for Macintosh properties to accept only authentication requests using authorized methods


5.
To limit access to a volume


a.
Create a volume password that must be provided in addition to user credentials to gain access to a volume
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E.
Applying the decision: securing Macintosh user authentication at Blue Yonder Airlines


1.
Blue Yonder Airlines requires that Macintosh user authentication not allow interception of user passwords.


2.
Configure File Services for Macintosh to allow only Apple Standard Encryption or the MS-UAM.


3.
The MS-UAM supports 14-character passwords but requires installation of the MS-UAM at each Macintosh computer.


4.
All Macintosh computers are located within the same department.
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3.
Securing Authentication for Novell Clients


A.
Windows 2000 Server running FPNW


1.
Emulates a NetWare 3.x server and allows NetWare clients to authenticate with the Windows 2000 server


2.
NetWare clients can access file and print services hosted by the Windows 2000 server, using native NetWare commands and utilities.


3.
The NetWare clients must connect to the FPNW server using IPX/SPX protocols.


4.
Configure the FPNW server to use the same frame type and internal network number.


B.
Active Directory authentication


1.
Configure user accounts as NetWare-enabled accounts in Active Directory Users And Computers.


a.
A NetWare-enabled account allows definition of NetWare-specific properties.


2.
To limit which user accounts can authenticate using NetWare clients, enable only the required accounts to Maintain NetWare Compatible Login in Active Directory Users And Computers.


3.
To limit the number of sessions that a NetWare client can establish, configure the Concurrent Connections option for that user account.
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C.
Making the decision: securing NetWare user authentication


1.
To allow NetWare clients to authenticate with a Windows 2000 server


a.
Install FPNW on a Windows 2000 server


b.
Enable each required user account to maintain NetWare-compatible login


c.
Install the IPX/SPX Compatible transport on the Windows 2000 server running FPNW


2.
To limit the number of simultaneous connections by a single user account


a.
Limit the number of concurrent connections in the NW Compatible tab of the Properties dialog box of a user account


3.
To allow authentication by Microsoft Windows for Workgroups 3.11, Microsoft Windows 95, Microsoft Windows 98, or Microsoft Windows NT client computers


a.
Allow the installation of multiple network clients


b.
Rather than install FPNW, consider using both the Microsoft and NetWare clients on all client computers
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D.
Applying the decision: securing NetWare user authentication at Blue Yonder Airlines


1.
If the client computers at the Consolidated Messenger office are running Windows 95 or later, consider installing both Microsoft and NetWare clients on the computers.


a.
This allows file access and authentication to both the Windows 2000 and NetWare networks.


b.
The NetWare client software can be removed once the NetWare server data is migrated to Windows 2000.


2.
Install FPNW on the BYDATA server to allow NetWare clients to connect to the file server, using native NetWare client software.
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4.
Securing Authentication for UNIX Clients


A.
UNIX client authentication methods


1.
Clear text


a.
Several Windows Sockets (WinSock) applications use clear text authentication when authenticating with a Windows 2000 DC.


(1)
Telnet


(2)
Post Office Protocol version 3 (POP3)


(3)
File Transfer Protocol (FTP)


(4)
Internet Mail Access Protocol version 4 (IMAP4)


b.
Weigh the risk of clear text authentication against the need to use these WinSock applications.


c.
Use Secure Socket Layers (SSL) or Internet Protocol Security (IPSec) to encrypt transmissions between the client and the server and to protect clear text authentication.


2.
Network Information Service (NIS)


a.
Authenticates UNIX clients with NFS servers


b.
Allows user logon information and group information to be centrally acquired from the NIS database


c.
When Services for UNIX 2.0 is installed on the Windows 2000 Server, the NIS database can be hosted in Active Directory.


d.
Maps the provided UID and Group Identifier (GID) to a corresponding user account in Active Directory


3.
NT LAN Manager (NTLM)


a.
Samba is a NetBIOS server for UNIX workstations that allows file access using server message block (SMB).


b.
NTLM authentication can be used for clients running Samba version 2.0.6 and later.


c.
Clients running Samba versions earlier than version 2.0.06 use clear text authentication. 


4.
Kerberos


a.
Authenticates UNIX users by using accounts in Active Directory


b.
To use Kerberos, do one of the following:


(1)
Configure the UNIX clients to use Active Directory DCs as their Kerberos Key Distribution Center (KDC)


(2)
Implement inter-realm trust relationships between the Kerberos realm and the Windows 2000 domain


c.
Both methods require creating an account in Active Directory and mapping that account to its related UID.
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B.
Making the decision: securing authentication for UNIX clients


1.
Identify the applications that UNIX clients will use for accessing resources on the Windows 2000 network.


a.
Each application will have a specific form of required authentication.


b.
Identify the supported applications to define what forms of authentication to provide on the network.


2.
Design an authentication infrastructure to support the deployed applications based on the required authentication mechanisms.


a.
Kerberos authentication


(1)
Determine whether the UNIX clients will authenticate with a Windows 2000 DC or will use inter-realm trusts.


b.
NIS access


(1)
Determine whether a UNIX NIS server or Server for NIS will provide NIS authentication services.


c.
Samba access


(1)
Determine what version of Samba the UNIX clients are using.


(2)
UNIX clients running version 2.0.6 or later can use NTLM for authentication.


(3)
Older clients require modification of Group Policy to allow unencrypted password authentication.


d.
WinSock application access


(1)
Determine whether the applications support SSL encryption for authentication.


(a)
If SSL encryption is supported, configure the server hosting the server-side application to support SSL.


(b)
If SSL is not supported, consider using IPSec to encrypt all data transmitted between the WinSock client application and the server-side WinSock application.


3.
Create accounts in Active Directory where necessary.


a.
Kerberos authentication and NIS authentication associate UNIX UIDs with Active Directory user accounts.


b.
When a UNIX user provides credentials, account mapping determines what Active Directory account to use when accessing resources stored on a Windows 2000–based server.
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C.
Applying the decision: securing authentication for UNIX clients for Blue Yonder Airlines


1.
Use NIS authentication


a.
To provide NFS access to UNIX users connecting to the BYDATA server


b.
Configure Active Directory to act as an NIS server by using Server for NIS.


c.
Import the existing NIS source files from the UNIX NIS servers by using the NIS To Active Directory Migration Wizard.


d.
Configure User Name Mapping so that the UID provided by a UNIX client when accessing the resources on the BYDATA server is translated to a Windows 2000 security principal.


e.
Use Two-Way Password Synchronization to synchronize the UNIX and Windows 2000 passwords.
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2.
Establish a Kerberos inter-realm trust

a. Must be established between the blueyonder.tld domain and the UNIX Kerberos realm


b. Allows Active Directory users to authenticate with the UNIX database


c.
Only an inter-realm trust allows the UNIX KDC to recognize user credentials from Active Directory.


Chapter 16, Lesson 3
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Designing Directory Synchronization and Integration
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1.
Overview


A.
Consider how multiple directories integrate to design a secure network.


1.
The goal is to allow a user to authenticate to the heterogeneous network using a single user account and password.


2.
All network operating systems and services should recognize the single set of credentials.


B.
Plan directory integration to prevent changes in one directory service from overwriting modifications in another directory service.


1.
Define which directory service is authoritative for a specific attribute to decentralize the management of directory data.


C.
Plan to integrate authentication mechanisms supported in multiple operating systems.


1.
Both Active Directory and several UNIX deployments use Kerberos v5.
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2.
Synchronizing Active Directory with a Novell Directory


A.
Using the MSDSS application


1.
Is included in Windows Services for NetWare 5.0


2.
Allows passwords to be synchronized between NDS user accounts and Active Directory user accounts based on mappings configured in MSDSS


3.
Synchronizes account information between Active Directory and a NetWare bindery service from NetWare 3.x
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B.
Making the decision: securing directory synchronization


1.
To synchronize passwords between NDS and Active Directory, install MSDSS on a Windows 2000 DC.


2.
To limit which attributes are synchronized, modify the mapping table in MSDSS to map only the required attributes.


3.
To perform password synchronization between NDS and Active Directory, install Novell Client for Windows 2000 on the Windows 2000 client computers.


a.
Do not use Gateway Services For NetWare (GSNW).
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C.
Applying the decision: securing directory synchronization for Blue Yonder Airlines


1.
MSDSS simplifies migration from NetWare 4.11 to Windows 2000 by ensuring that the same user credentials are used in both networks.


2.
Blue Yonder Airlines will reduce the cost of migrating to Windows 2000 by ensuring that passwords are the same for user accounts in both network operating systems.


3.
When migration is complete, users will continue to authenticate using the same user name and password that was used in the NetWare environment.
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3.
Securely Synchronizing Multiple Directories


A.
Overview


1.
MMS 2.2 allows integration of identity information from multiple directory services.


2.
Use MMS to ensure that the organization has a single authoritative directory store.


3.
MMS establishes a single directory by deploying a metadirectory.
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B.
Metadirectory


1.
Is a service that collects directory information from multiple directories


2.
Synchronizes changes to all directory services in an organization


3.
Allows definition of ownership rules


4.
Allows the administrator to designate which directory is authoritative for each attribute
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C.
Management agents


1.
Maintain synchronization between the metadirectory and the source directories.


a.
Import data into the metadirectory and export metadirectory data to the connected directory assigned to the management agent.


b.
This process ensures that the directory service is synchronized with the metadirectory.


2.
MMS provides management agents for several common directories:


a.
Microsoft Windows NT


b.
Novell NDS


c.
cc:Mail


d.
Banyan Vines


e.
Lotus Notes
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D.
Making the decision: synchronizing multiple directories


1.
To merge multiple directories into a common directory


a.
Design an MMS solution that uses management agents to connect multiple directory services into a single metadirectory


2.
To connect a directory to an MMS metadirectory


a.
Define a management agent that will manage the synchronization of the directory service with the metadirectory


3.
To maintain which directory service is authoritative for a specific attribute


a.
Define ownership rules that define which directory service is authoritative for a specific attribute
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E.
Applying the decision: synchronizing multiple directories for Blue Yonder Airlines


1.
MSDSS allows password synchronization between NetWare NDS directories and Active Directory.


2.
MMS provides greater flexibility in deciding how to delegate attribute control.


3.
Blue Yonder Airlines might want to use MMS instead of MSDSS because MMS can delegate management of specific attributes.
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4.
Integrating Active Directory with Kerberos Realms


A.
Common strategies for integrating UNIX and Windows 2000 network authentication


1.
Using Active Directory as the Kerberos realm


a.
Configure UNIX clients to use Windows 2000 DCs as the KDCs.


b.
All authentication of UNIX Kerberos clients is performed using accounts stored in Active Directory.


2.
Using Microsoft Windows 2000 Professional in an existing Kerberos realm


a.
Configure Windows 2000 Professional client computers to authenticate with a UNIX KDC in a Kerberos realm.


b.
Configure the Windows 2000 Professional computer to be a member of a workgroup.


c.
Configure the Kerberos realm for the Windows 2000 Professional computer and establish the necessary local account mappings.


3.
Creating a Kerberos inter-realm trust


a.
Establish an inter-realm trust relationship between a Windows 2000 domain and a Kerberos realm.


b.
Allows ticket granting tickets (TGTs) to be issued for resources located in another Kerberos realm or Windows 2000 domain


c.
Is established in the Active Directory Domains And Trusts console
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B.
Kerberos inter-realm trust


1.
The only strategy that allows true interoperability and cross-authentication


2.
Kerberos authentication for a user account in a UNIX realm accessing resources in a Windows 2000 domain


a.
The server must access resources on the server.w2k.blueyonder.tld domain.


(1)
A Kerberos authentication request is sent to the computer’s configured KDC, the MIT KDC.


(2)
The MIT KDC responds with a TGT for the w2k.blueyonder.tld KDC, a Windows 2000 DC.


b.
The client computer sends the TGT to the Windows 2000 KDC asking for a service ticket (ST) for the server.w2kk.blueyonder.tld server.


c.
The Windows 2000 DC performs a name mapping operation to determine which Active Directory account is associated with the submitted UID.


d.
The Windows 2000 KDC issues an ST containing the user and group information of the Windows 2000 account mapped to the submitted UNIX UID.


e.
The user submits the ST to the server.w2k.blueyonder.tld computer.


(1)
Access is granted or denied based on the Windows 2000 credentials included in the ST.


(2)
The account information is compared to the resource’s discretionary access control list (DACL).


3.
This process requires synchronizing passwords in the UNIX realm and Windows 2000 domain.
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C.
Making the decision: designing Kerberos interoperability


1.
Determine what version of Kerberos is used in the UNIX network.


a.
Only Kerberos v5 is supported by Windows 2000.


b.
Kerberos interoperability cannot be configured if the UNIX network uses Kerberos v4.


2.
Identify any Kerberos realms that exist in the UNIX environment.


a.
If the UNIX network is the organization’s core network, consider configuring Windows 2000 Professional to authenticate with the Kerberos realm.


b.
If Active Directory must become the primary Kerberos environment, configure all UNIX Kerberos clients to authenticate with Windows 2000 as their Kerberos realm.


c.
If both Active Directory and the Kerberos realm will be supported, consider configuring a Kerberos inter-realm trust to allow authentication between the two Kerberos systems.


3.
If UNIX clients authenticate with a Windows 2000 DC, define name mappings to associate a UNIX UID with an Active Directory user account.


a.
The Active Directory user account SID and associated group SIDs are placed in STs when UNIX clients are accessing Windows 2000–based servers.
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D.
Applying the decision: designing Kerberos interoperability for Blue Yonder Airlines


1.
Establish a Kerberos inter-realm trust between the blueyonder.tld domain and the UNIX Kerberos realm.


2.
Establish an inter-realm trust relationship to allow Active Directory user accounts to obtain Kerberos STs for access to the UNIX database server. 


3.
Establish a two-way trust relationship to allow UNIX user accounts to access Windows 2000 resources.


4.
Define Kerberos name mapping that associates a UNIX UID with an Active Directory user account.


Chapter 16, Lesson 4
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Securing Access to Windows 2000 Resources
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1.
Securing Macintosh Access to Windows 2000 Resources


A.
Securing file access


1.
File Services for Macintosh service


a.
Provides user access to Macintosh clients


b.
Macintosh clients connect to the Windows 2000–based server using one of the following:


(1)
AppleTalk Phase 2 protocol


(2)
Apple Filing Protocol (AFP) over TCP/IP, if AppleShare client version 3.7 or later is installed
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2.
Mac-accessible volume


a.
Is predefined at the Windows 2000 server 


b.
Is an entry point to an NTFS volume on a Windows 2000–based server


c.
The Macintosh client can connect to the Mac-accessible volume by selecting the volume in the Macintosh Chooser.


d.
Security is defined by the permissions set on the Mac-accessible volume and the NTFS permissions set on the folders and files within the Mac-accessible volume.


e.
The user’s effective permissions for the Mac-accessible volume are defined by their Active Directory user account and primary group.
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B.
Comparing Macintosh and Windows 2000 permissions


1.
Overview


a.
File Services for Macintosh translates permissions between Macintosh and Windows 2000 permissions.


b.
Macintosh permissions set on the files and folders stored in the Mac-accessible volume are translated into NTFS permissions.


2.
Translation


a.
NTFS Read permissions are translated to See Files and See Folders permissions for Macintosh clients.


b.
NTFS Write and Delete permissions are translated to the Make Changes permission for Macintosh clients.


3.
Differences


a.
Macintosh permissions are assigned only to folders. 


b.
Macintosh permissions cannot be assigned to multiple users and groups.


4.
Categories of users


a.
Owner


(1)
The user who creates the folder


b.
Primary Group 


(1)
Each folder is associated with a specific Macintosh group.


(2)
The group can be any group in the domain.


c.
Everyone


(1)
All other users who have permissions to access the folder


(2)
Includes users connecting with Guest credentials
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C.
Securing print access


1.
Overview


a.
AppleTalk provides no native mechanism for securing printer access in a Macintosh network.


b.
Macintosh clients assume that security is not required for printer access and do not send user credentials when printing.


2.
Print security implementation


a.
Change the service account associated with the MacPrint service to a specific user account rather than the System account default.


b.
Restrict access to specific printers by assigning Print permissions to the new service account only to the printers accessible to Macintosh users.
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D.
Making the decision: securing Macintosh access to Windows 2000 resources


1.
To allow Macintosh clients to access NTFS volumes


a.
Install File Services for Macintosh on any servers that Macintosh clients access


b.
Ensure that all Macintosh clients are running System 6.0.7 or later


c.
Define Mac-accessible volumes in the Computer Management console


2.
To ensure the highest level of security for Macintosh users


a.
Deploy the MS-UAM to all Macintosh clients to enable 14-character encrypted passwords


3.
To restrict access to Mac-accessible volumes to authorized users


a.
Disable guest access to the Mac-accessible volume


b.
Configure a volume password and distribute the password only to authorized users


c.
Define NTFS permissions on files and folders in the Mac-accessible volume to restrict access for Macintosh users
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E.
Applying the decision: securing Macintosh access for Blue Yonder Airlines


1.
BYDATA server


a.
Install File Services for Macintosh to allow Macintosh users in the Marketing department to access stories and digital photos.


b.
Establish a process that allows Microsoft clients to store the stories and digital photos.


c.
Define permissions for the Mac-accessible volume to allow both Windows and Macintosh users to access the data.


d.
Create a global group to contain all Macintosh users.


e.
Designate this global group as the users’ primary group in Active Directory Users And Computers.


(1)
This allows Macintosh computers to define permissions on the Mac-accessible volume.
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2.
AGFA film printer


a.
Restrict access by creating a custom user account to act as the service account for the MacPrint service on the BYDATA server.


b.
Assign only Print permissions to the custom user account to limit access to the Macintosh users.
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2.
Securing NetWare Access to Windows 2000 Resources


A.
Overview


1.
FPNW allows a Windows 2000–based server to provide secure access to file and print resources to NetWare clients using NetWare Core Protocol (NCP).


2.
FPNW emulates a NetWare 3.x server and allows NetWare clients to connect to Windows 2000 resources by using NetWare clients and utilities.
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B.
Securing file access


1.
Provide file access to NetWare clients by defining Novell volumes in the Computer Management console.


2.
Set permissions on the NetWare volume to restrict access to authorized users.


3.
Define NTFS permissions on folders and files within the NetWare volume.


4.
The most restrictive volume and NTFS permissions are the effective permissions for resources.
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5.
Defining NTFS permissions on folders and files within the NetWare volume also affects effective permissions.


6.
The user account named FPNW Service Account must have Read permission for the directory that is the root of the NetWare volume.


7.
Only NetWare-enabled accounts can access the NetWare volumes on the Windows 2000–based server.
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C.
Securing print access


1.
All shared printers hosted by the Windows 2000–based server running FPNW are accessible to both Windows and NetWare client computers.


2.
NetWare clients use the share name defined for the printer as the queue name for the printer.


3.
Assign Print permissions to groups that contain the NetWare-enabled user accounts to control printer access.


4.
Define a default queue in FPNW that NetWare clients will connect to for printing.
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D.
Making the decision: securing NetWare access to Windows 2000 resources


1.
To allow NetWare clients to access NTFS volumes


a.
Install File and Print Services for NetWare on any servers to which NetWare clients require access


b.
Ensure that all NetWare clients have the FPNW server configured as their preferred server


c.
Define NetWare volumes in the Computer Management console


2.
To restrict which user accounts can access NetWare volumes stored on a Windows 2000–based server


a.
Define authorized accounts to be only NetWare-enabled user accounts


b.
Configure volume and NTFS permissions to restrict access to authorized user accounts


3.
To restrict access to printer resources


a.
Assign Windows 2000 print permissions to groups consisting of NetWare-enabled accounts
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E.
Applying the decision: Securing NetWare access at Blue Yonder Airlines


1.
Install FPNW on the BYDATA server to allow NetWare clients at Consolidated Messenger to connect and access data.


2.
Define a NetWare volume to contain the folders where NetWare-accessible data is stored.


3.
Set NTFS and volume permissions that limit access to authorized users.
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3.
Securing UNIX Access to Windows 2000 Resources


A.
Overview


1.
UNIX clients can use several methods to access resources stored in a Windows network.


a.
UNIX clients can use NFS, WinSock, and SMB clients to access file resources on a Windows 2000–based server.


2.
Windows 2000 can support UNIX clients using Line Printer Remote (LPR) print commands to send print jobs to Windows 2000 printers.


a.
Requires installing Print Services for UNIX
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B.
Securing file access


1.
Services for UNIX 2.0 provides an NFS Server service.


a.
Services for UNIX 2.0 allows a Windows 2000–based server to provide access to UNIX NFS clients.


b.
The UNIX clients see the Windows 2000–based server as a native NFS server and connect using NFS protocols.


c.
Access to the NFS data is determined using the DACLs defined for the NFS folders.


d.
Services for UNIX uses the User Name Mapping console to map UNIX UIDs and GIDs to Windows 2000 user and group accounts.
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e.
The UNIX client provides a UID and GID from the UNIX environment.


f.
Server for NFS uses the defined user name mappings to determine the associated Windows 2000 user and group accounts.


g.
The Windows 2000 user and group accounts are used to determine whether access should be granted to the UNIX client.


h.
If a mapping cannot be found, the UNIX UID is mapped to an anonymous logon account.
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2.
WinSock applications


a.
FTP or Telnet can be used to access file resources.


b.
Authentication is generally weaker than NFS or SMB authentication.


c.
In many cases, clear text authentication is used, which increases the risk of password interception.


d.
Protect authentication by using either SSL (if supported by the application) or IPSec to encrypt all the transmitted data.

|53|
3.
Samba and other SMB clients for UNIX


a.
Allow SMB access to Windows 2000 resources


b.
Authenticate by submitting user accounts and passwords that exist in Active Directory


c.
Present authentication in either a clear text or NTLM transmission, depending on the SMB client software
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C.
Securing print access


1.
Microsoft Print Services for UNIX supports print access from UNIX clients by installing a Line Printer Daemon (LPD) service.


2.
UNIX clients running the LPR service can send documents to the LPD service.


3.
The LPD service is not set to start automatically.


a.
Configure the startup options to start automatically to ensure that UNIX clients can submit print jobs if the Windows 2000–based server hosting the LPD service is restarted.
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D.
Making the decision: securing UNIX access to Windows 2000 resources


1.
To provide NFS access to file resources by UNIX clients


a.
Install Services for UNIX 2.0 on the Windows 2000 Server providing UNIX client access


b.
Configure Server for NFS to provide access to UNIX NFS clients


c.
Configure User Name Mappings to associate UNIX UIDs and GIDs to Active Directory user and group accounts


2.
To provide SMB access to file resources by UNIX clients


a.
Install Samba client software on all UNIX clients requiring SMB access to a Windows 2000–based server


3.
To secure WinSock application access to Windows 2000 resources


a.
Enable SSL or IPSec encryption of all data transmitted between the client and the server


4.
To secure all file resources access by UNIX clients


a.
Store all data accessible by UNIX clients on NTFS partitions


b.
Configure NTFS permissions to restrict access to only authorized users


(1)
Ensure that the user accounts assigned to UNIX users are included in groups assigned access to the resources.


5.
To allow UNIX clients to print to Windows 2000 printers


a.
Install Microsoft Print Services for UNIX to allow LPR connections to Windows 2000 printers


b.
Configure the LPD service to start automatically
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E.
Applying the decision: securing UNIX access to Windows 2000 resources at Blue Yonder Airlines


1.
Install Services for UNIX 2.0 on the BYDATA server.


a.
This allows the server for NFS to be configured to permit a user at the UNIX server to connect to the BYDATA server to access statistical reports.


2.
Map the UID and GID of the user account used at the UNIX server to a user and group account in Active Directory.


a.
This secures all access by the UNIX user account.


Chapter 16, Lesson 5

|57|
Securing Windows 2000 User Access to Heterogeneous Networks
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1.
Securing Access to NetWare Resources


A.
Providing access to NetWare resources using a native client


1.
The client services act as a redirector for Windows 2000.


a.
Allows the Windows 2000–based computer to access resources in a Novell NetWare environment


b.
Translates requests for NetWare resources to use NCP so that the NetWare servers can authenticate the user and provide access


2.
Requires additional client software at the Microsoft client


a.
Client Services for NetWare (CSNW)


(1)
Requires installation of the NWLink IPX/SPX Compatible transport


b.
Novell Client v4.8 for Windows NT/2000 


(1)
Can use TCP/IP or IPX/SPX when connecting to NetWare 5 network resources
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3.
Include the following in the network security deployment plan:


a.
Deploy the client software.


(1)
Neither CSNW nor the NetWare client is installed by default.


(2)
Install the selected software at all clients that require access to the NetWare resources.


b.
Create user accounts in the NetWare environment.


(1)
Create user accounts in the NetWare Bindery for NetWare 3.x and older networks.


(2)
Create user accounts in NDS for NetWare 4.x and later networks.


(3)
The user account and password are used to authenticate with the NetWare directory.


c.
Configure the NetWare client.


(1)
Connect the user to the correct naming context in DNS or to a preferred server in a Bindery environment.


(a)
The naming context indicates the location of the user’s account in the NDS directory structure.


d.
Implement a strategy to manage user passwords.


(1)
Users have two user accounts:


(a)
Active Directory user account


(b)
NDS or Bindery user account


(2)
Define one of the following strategies to maintain the two accounts:


(a)
Enter two separate sets of credentials.


(b)
Use MSDSS to synchronize passwords between NDS and Active Directory.


e.
Design NetWare permissions to restrict access.


(1)
Access to NetWare resources is controlled entirely by defining trustee rights to the NetWare volume resources.
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B.
Providing access to NetWare resources using a gateway


1.
Overview


a.
Requires loading the client software on a single gateway computer running GSNW


c.
The server running GSNW authenticates with the NetWare server using an account in NDS or the NetWare Bindery.


b.
The GSNW server publishes NetWare resources as if they were shares on the GSNW server.


d.
Microsoft clients access the resources using SMB or Common Internet File System (CIFS) protocols without connecting directly to the NetWare server.


2.
GSNW considerations for the security plan


a.
The user account that GSNW uses to connect to the NetWare environment must be a member of the Ntgateway group on the NetWare server.


(1)
Only members of the Ntgateway group can provide gateway services to the NetWare resources.


b.
All trustee rights must reference the gateway account to secure access by users connecting through GSNW.


(1)
All access to the NetWare server is performed using the credentials defined for the gateway.
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c.
Individual users are not identified when accessing NetWare resources through GSNW.


(1)
Consider configuring multiple GSNW servers.


(2)
Each GSNW server has a unique gateway user account.


(3)
Different trustee rights can be assigned to each gateway account.


d.
Define Share permissions at the GSNW server at the maximum level of trustee rights granted to the gateway account on the NetWare server.


(1)
The most restrictive Share permissions and NetWare trustee rights are the effective permissions.


(2)
Defining access share permissions is commonly the duty of the NetWare administrator because the resources are stored on the NetWare server.


e.
IPX/SPX must be run in the NetWare environment.


(1)
GSNW requires using IPX/SPX for connecting to the NetWare server.


f.
Drive letters limit the number of GSNW shares.


(1)
Connecting to NetWare servers is possible only if available drive letters exist at the GSNW server.


(2)
If no drive letters are available, further connections cannot be established.
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C.
Comparing NetWare trustee rights to NTFS permissions


1.
NetWare assigns trustee rights to directories and files.


a.
Determines which permissions are assigned to a user or group accessing the resources


2.
NetWare trustee rights are similar to NTFS permissions.


a.
Only users with Supervisor rights or Access Control can modify the security for a file or directory.


3.
NetWare individual trustee rights


a.
Read: allows users to read data in an existing file


b.
Write: allows users to add data to an existing file


c.
Create: allows users to create new files or new directories


d.
Erase: allows users to delete existing files or directories


e.
Modify: allows users to rename or change the attributes of files or folders


f.
File Scan: allows users to view the contents of a directory


g.
Access Control: allows users to modify trustee rights for folders


h.
Supervisor: allows users all rights to folders or files
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3.
NTFS permissions compared with NetWare trustee rights


a.
NTFS: List Folder Contents; NetWare: File Scan


b.
NTFS: Read; NetWare: Read, File Scan


c.
NTFS: Write; NetWare: Write, Create, Modify


d.
NTFS: Modify; NetWare: Read, Write, Create, Erase, Modify, File Scan


e.
NTFS: Full Control; NetWare: Supervisor
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D.
Making the decision: securing access to NetWare resources


1.
Use Client Services for NetWare when


a.
The NetWare environment requires user-level security


(1)
CSNW requires each user to have an account in the NetWare environment.


b.
The network allows installing protocols other than TCP/IP at client computers


2.
Use Novell Client v4.8 for Windows NT/2000 when


a.
All connectivity with the NetWare environment requires TCP/IP protocols


b.
Administration of the Novell environment must take place from the Windows 2000 Professional–based computer


c.
Synchronization of passwords between Active Directory and NDS using MSDSS is required


3.
Use GSNW when


a.
Users must have only a single account in the enterprise network


(1)
Instead of one account in Active Directory and one in NDS, the gateway account is used to access NetWare resources.


b.
Both Windows 2000 and NetWare administrators manage security for NetWare resources


c.
Limiting deployment of the IPX/SPX protocol in the Microsoft network is necessary
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E.
Applying the decision: securing access to NetWare resources at Blue Yonder Airlines


1.
To provide access to the NetWare server named AIRDATA1


a.
All members of the Accounting department require the same level of access to the Accounting folder on the DATA: volume.


b.
The Accounting department only requires read access to the data.


c.
Use GSNW to meet the security objectives for accessing data stored on AIRDATA1.
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2.
To secure access on the Accounting folder, include the following in the security plan:


a.
Install GSNW on a server that the Accounting department can access.


b.
Create an account for the GSNW service in NDS and make it a member of the Ntgateway group.


(1)
The GSNW service uses this account to authenticate with NetWare.


c.
Assign trustee rights at the NetWare server to allow only Read and File Scan trustee rights to the Accounting directory on the DATA volume.


d.
Establish a GSNW share at the GSNW server connecting to \\AIRDATA1\DATA\Accounting.


e.
Configure share permissions for the GSNW share to allow Read permissions to the Accounting department.


(1)
Do not allow other groups to access the GSNW share.
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2.
Securing Access to UNIX Resources


A.
Providing access to UNIX resources with UNIX client software


1.
Client for NFS


a.
Provided by Services for UNIX 2.0


b.
Allows a Windows 2000–based computer to connect to NFS shares on UNIX servers, using the same methods used to connect to Windows 2000 shares


c.
Works in conjunction with User Name Mapping


(1)
When a client initially connects to the UNIX NFS server, User Name Mapping determines what UNIX UID and GID are mapped to the current Active Directory user account.


(2)
User Name Mapping sends the Associated UID and GID to Client for NFS, which submits the account information to the NFS server for authentication and authorization.
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2.
How to provide secure Windows 2000 client access to NFS shares on UNIX servers


a.
Distribute Services for UNIX 2.0.


(1)
Install the Client for NFS software from Services for UNIX 2.0 on each client computer that requires access to the NFS share.


b.
Configure security at the NFS server.


(1)
Allow access to authorized UIDs and GIDs only.


c.
Define user name mappings.


(1)
Deploy User Name Mapping to associate Active Directory accounts with a UID and GID in the UNIX environment.


(2)
Define which accounts must be mapped from Active Directory and which NIS server is authoritative in the UNIX environment.


d.
Define what action to take when a mapping is not defined.


(1)
Within User Name Mapping, define that all nonmapped accounts are mapped to a common UID and GID or perform no mapping.


(2)
The act of not defining a mapping blocks access to the NFS share.
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B.
Providing access to UNIX resources by using a gateway


1.
Gateway for NFS


a.
Allows Windows 2000 users to connect to UNIX NFS shares without installing NFS client software


b.
The client computers send file requests to the Gateway for NFS server using SMBs.


c.
The gateway performs the file access request using the NFS protocol.


d.
Since all access is through a single point to the NFS server, the gateway can become a bottleneck.
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2.
Planning a Gateway for NFS deployment


a.
Define the account that the Gateway for NFS service will use.


(1)
The account will be used to authenticate all access to the UNIX NFS share.


b.
Define a user account mapping for the gateway account.


(1)
Deploy User Name Mapping to map the gateway account to a UNIX UID and GID for authenticating with the NFS server.


c.
Define security at the UNIX NFS server to avoid providing excessive permissions to the gateway account.


d.
Limit which users can access the gateway.


(1)
Set share permissions for the gateway to limit access to authorized users.


(2)
Ensure that the permissions are equivalent to the UNIX permissions so that access control is managed at the UNIX NFS server.
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C.
Making the decision: securing access to UNIX resources


1.
Use Client for NFS when the security design requires


a.
User-level security in the UNIX environment 


b.
Preventing the gateway from becoming a bottleneck and limiting access to the NFS server


c.
Performing all security management of the NFS data at the UNIX server


2.
Use Gateway for NFS when the security design requires


a.
No differentiation between user accounts accessing the NFS share


b.
Both Windows 2000 and UNIX administrators to manage security for NFS resources
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D.
Applying the decision: securing access to UNIX resources at Blue Yonder Airlines


1.
If Client for NFS is deployed to all Windows 2000–based client computers


a.
Create a user name mapping for each Active Directory account that requires access to the UNIX NFS server


(1)
Each user account must have a user name mapping that associates its Active Directory account with a UNIX UID and GID.


b.
Configure User Name Mapping to perform name mappings for defined user accounts only


(1)
If a user account is presented that does not have a mapping defined, a default mapping will not be applied.


c.
Define security at the NFS server to limit access to authorized users only
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2.
If Gateway for NFS is deployed to provide Windows 2000–based client computers access to the NFS share


a.
Create a user name mapping for the gateway account that requires access to the NFS server


(1)
The gateway account must have a user name mapping that associates the Active Directory account with a UNIX UID and GID.


b.
Configure User Name Mapping to perform name mappings for defined user accounts only


(1)
If a user account without a defined mapping is presented, User Name Mapping does not apply a default mapping.


c.
Define security at the NFS server that restricts access to the gateway account


d.
Define security at the gateway computer to allow only authorized users to connect to the NFS share

|74|
Chapter Summary


AppleTalk Network Integration Services


Microsoft Services for Netware 5.0


Microsoft Services for UNIX 2.0


Securing authentication for Macintosh clients


Securing authentication for Novell clients


Securing authentication for UNIX clients


Securing access to NetWare resources


Securing access to UNIX resources







24
Outline, Chapter 16

Designing Microsoft Windows 2000 Network Security

Outline, Chapter 16
23
Designing Microsoft Windows 2000 Network Security


