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How Windows 98 Works
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1.
The Windows 98 System Architecture


A.
Basic functions and features

1. Windows 98 is a true 32-bit OS offering the following:


a.
Improved performance 

b. Multitasking: 


(1)
The ability of the processor to switch quickly between different processes or applications so that programs appear to run simultaneously


(2)
In preemptive multitasking, the OS decides which task receives priority.

c. Multithreading operation


(1)
The ability to support processes that run multiple threads 


(2)
For example, a setup program runs a thread that copies files and another that makes changes to the Registry. 


d.
Advanced hardware support


e.
Better OS stability


f.
Ability to manage large amounts of memory


2.
Windows 98 can be broadly broken down into two major components:


a.
The Windows core, consisting of the Graphical Device Interface (GDI), the kernel, the user component, and the user interface


b.
Ancillary systems such as the Process Scheduler, file system drivers, and the Virtual Machine Manager (VMM)
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2.
Windows 98 Core Components


A.
GDI

1.
Draws all the objects displayed on the screen or reads information to devices that can receive graphical output


2.
Responsible for interacting with the display system and its drivers


B.
User interface


1.
A 32-bit shell including file system and system service tools


a.
These tools include My Computer, Network Neighborhood, and Windows Explorer. 


C.
User component

1.
This is the I/O manager, which receives and routes input from input devices.


2.
Routes traffic to and from the communications ports, the system timer, and the sound card


3.
Acts as the output coordinator for the GDI by controlling the output of display elements


D.
Kernel


1.
Core of the OS that controls all tasks


2.
Is responsible for preemptive multitasking and multithreading operations
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3.
Key Ancillary Systems


A.
The Process Scheduler is responsible for providing system resources.


1.
Under Microsoft Windows 3.x, applications periodically relinquished access to system services to allow other applications to run. This is called cooperative multitasking.


2.
Under Windows 98, applications access system services as allowed by the Process Scheduler, which divides the amount of time that each application can access the CPU and other system resources. This method is called preemptive multitasking.

a.
The time slices are called threads.

b.
Windows 98 supports multithreading. 


B.
The Windows Driver Model (WDM) allows compatible devices to use the same driver for both Windows 98 and Windows 2000.


1.
The Plug and Play feature is much improved over Microsoft Windows 95.


C.
The Virtual Machine Manager

1.
Oversees key resources required by applications


2.
Manages the environment in which all system processes operate


3.
Each 32-bit application runs in its own virtual machine.


4.
All 16-bit applications run together in one virtual machine.
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4.
The Windows 98 Virtual Memory Model


A.
Virtual memory provides more functional memory than the amount of random access memory (RAM) on the system.



B.
When an application needs more memory than is available, the OS moves data between physical memory and the hard disk drive to free up space in physical memory.


C.
Older memory models were limited to the first 640 KB of physical memory and all processes ran together in this area; if one process failed, all other processes running would be affected.


D.
Windows 98 provides each application with its own virtual memory address space.


E.
Processes can access and address up to 4 GB of virtual memory.
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F.
The 4 GB is allocated and used as follows: 


1.
0–640 KB is reserved for real-mode drivers and terminate-and-stay-resident (TSR) programs.


a.
Allows backward compatibility for older applications


2.
4 MB–2 GB is used by 32-bit applications, each running in its own private address space.


3.
2 GB–3 GB contains the shared Windows 98 core components and dynamic-link libraries (DLLs).


4.
3 GB–4 GB is privileged-mode space holding the system kernel.
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G.
The virtual memory swap file system


1.
Windows 98 automatically adjusts the size of the swap file located on the hard disk drive according to need.


2.
Earlier versions of Windows required manual setting for swap-file size and 32-bit mode; Windows 98 sets these automatically.


a.
You can override settings, but this is rarely necessary.


3.
The Memory Pager is the mechanism that handles moving pages to and from virtual memory.


a.
A page is a block of data that is moved to or from virtual memory.


4.
Windows 98 creates an exclusive operating environment (called MS‑DOS mode) to support legacy applications.
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5.
The Windows Driver Model 


A.
The WDM is a device driver architecture that first appeared in Windows 95.


B.
Older Windows 95 drivers might not be compatible with the newer WDM.


C.
WDM provides a universal driver that can be used with Windows 98 and Windows 2000.


D.
WDM lowers the cost of providing device drivers, makes devices available on a wider range of platforms, and simplifies distribution.


E.
WDM architecture is arranged into layers.


F.
Drivers belong to one of several classes:


1.
Device class drivers contain class-specific functions.


2.
Bus class drivers are available for both universal serial bus (USB) and Institute of Electrical and Electronics Engineers (IEEE) 1394 buses. 


3.
Minidrivers are hardware-specific and bus-specific.


4.
Virtual device drivers manage system resources, acting as an interpreter between the hardware and the application to ensure that only one system process controls the resource at a time.


5.
NTKERN.VXD, the OS services layer for Windows 98, allows minidrivers to function with more than one OS.
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6.
32-Bit VFAT


A.
Under Windows 98, file access is provided through a 32-bit VFAT device driver operating in protected mode.


B.
VFAT controls how files are accessed from the hard disk drive.


C.
Like FAT16, VFAT links clusters belonging to the same file, but VFAT can link up to 268,435,445 clusters, whereas FAT16 was limited to 65,525.



D.
The system uses the first eight bytes of the FAT32 table. 


1.
During startup, the final byte is set to 0 and is switched to 1 when a proper system shutdown takes place.


2.
If a 0 is detected upon startup, Windows assumes an improper shutdown and runs scandisk.
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7.
Long Filename Support

A. Windows 95 added LFN support.


1.
Prior to Windows 95, a filename was restricted to eight characters for the filename and three characters for the extension.


2.
When an LFN is saved, the system creates an 8.3 alias for it and one additional LFN entry for every 12 characters in the long filename.


a.
Cuts off each group of 12 characters and stores it in its own directory


b.
Directory entries that make up the LFN are called LFN entries.

c.
LFN entries must be backward compatible with MS-DOS and MS‑DOS programs.


3.
If two or more files have the same first six characters, Windows 98 creates a unique alias by using the first six characters followed by a tilde (~) and incrementing numbers, beginning with 1.


B.
Windows 98 protects LFN entries by hiding them and assigning a unique attribute combination.


C.
Older disk utilities that do not understand LFNs can destroy them.


1.
If the computer uses LFNs, never run a disk utility that tries to diagnose the directory structure.
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8.
The Windows 98 Boot Process


A.
When the computer is powered up or restarted, the following three phases occur:


1.
The basic input/output system (BIOS) initialization phase


2.
The hardware profile and real-mode driver loading phase


3.
The protected-mode initialization phase
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9.
The BIOS Initialization Phase


A.
The BIOS and the power-on self test (POST) are in control during this phase.


B.
The degree of Plug and Play configuration is determined by BIOS Plug and Play support.



C.
Computers with a Plug and Play BIOS initialize the configuration of Plug and Play devices before the POST.
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10.
Hardware Profile and Real-Mode Driver Loading Phase


A.
The initial phases of Windows 98 startup are conducted in real mode.


B.
The Windows 98 IO.SYS file is the first system file loaded. It loads many of the core settings, such as


1.
dos=high


2.
HIMEM.SYS 


3.
IFSHLP.SYS 


4.
SETVER.EXE 


5.
files= 


6.
lastdrive= 


7.
buffers= 


8.
stacks= 


9.
shell=COMMAND.COM 


10.
fcbs=


C.
After IO.SYS loads system settings, MSDOS.SYS loads and processes the CONFIG.SYS and AUTOEXEC.BAT files, if they exist.


D.
MSDOS.SYS replaces the functions of CONFIG.SYS.


E.
Loading real-mode drivers from within CONFIG.SYS and AUTOEXEC.BAT can force Windows 98 into real-mode operation, which significantly degrades system performance.
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F.
Considerations for using CONFIG.SYS and AUTOEXEC.BAT


1.
Do not include mouse support in either file.


2.
Do not include the SMARTDRV.SYS command in CONFIG.SYS.


3.
IO.SYS now handles many of the older AUTOEXEC.BAT settings.


4.
Do not reference other versions of Windows that are present on the drive.


5.
Ensure that the Windows and Windows\Command directories are in the path statement.


6.
Use the System or Device Manager or Registry in Windows 98 for device and memory settings.
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11.
Protected-Mode Initialization Phase

A.
Startup invokes WIN.COM, which inspects the system and loads the core Windows OS components.


B.
The boot process loads a series of static and dynamic VxDs, including VMM32.VXD.


1.
The exact list of loaded VxDs varies, based on the machine configuration.


2.
Loaded VxDs can be viewed in the WINDOWS.INI file.



C.
The SYSTEM.INI file is processed next, and the system is fine tuned.


D.
The configuration manager then loads appropriate device drivers as needed by the system.


E.
Final system components—KERNEL32.DLL, KRNL386.EXE, GDI.EXE and GDI32.EXE, USER.EXE and USER32.EXE—are loaded.


1.
These files call on desktop components, which completes system startup.


2.
The Logon dialog box appears.
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12.
Alternate Startup Methods and Resources

A.
Windows 98 offers two methods for bypassing the normal startup procedure and gaining access to a command prompt or safe mode.


1.
Startup menu


2.
Startup disk


B.
The Windows 98 Startup menu


1.
Automatically appears after the system restarts after an improper shutdown


2.
Can be invoked by pressing Ctrl during system boot


C.
Options on the Startup menu vary, but common ones are


1.
Normal: system boots normally


2.
Logged: creates the BOOTLOG.TXT file that logs the boot process


3.
Safe Mode: loads a minimal set of drivers


4.
Step-By-Step Confirmation: allows you to confirm or disable startup files line by line 

5. Command Prompt Only1: displays only the command prompt

6. Safe Mode Command Prompt Only1: starts in safe mode and displays only the command prompt


7.
Previous Version Of MS-DOS: starts the version of MS-DOS previously installed on the computer, if the computer was previously upgraded from MS-DOS


D.
The startup disk can also be used to boot Windows 98.


1.
Provides the drivers necessary to access the CD-ROM drive, enable 32‑bit file system access, and start the system in command mode
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13.
The WIN.COM Command
A. Windows 98 can be started manually by invoking the WIN.COM command from the Windows directory and using one or more command switches.

B. The following switches can be used:

1. /D starts Windows 98 in safe mode with another option.

2. /F disables 32-bit disk access.

3. /M starts Windows 98 in safe mode.

4. /S specifies that Windows 98 should not use ROM (read-only memory) address space between F000:0000 and 1 MB for a break point. 


a.
Try this if Windows 98 stalls during system startup. 

5. /V specifies that the ROM routine will handle interrupts from the hard disk controller. 

6. /X excludes all of the adapter area from the range of memory scanned.
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14.
The BOOTLOG.TXT File
A. The BOOTLOG.TXT file can be generated by using the Logged menu option from the Startup menu.

B. It depicts in sequence each action the boot process takes and whether it succeeded or failed.

C. It is a powerful tool for diagnosing and troubleshooting the loading of the OS.

Chapter 18, Lesson 2
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1.
The Windows 2000 System Design 


A.
Windows 2000 advanced features


1.
Can run on both complex instruction set computing (CISC) and Reduced Instruction Set Computing (RISC) processors


2.
Symmetric multiprocessing (SMP) support allows use of multiple processors simultaneously.


3.
Supports both 32-bit and Portable Operating System Interface for UNIX (POSIX) applications


4.
Supports advanced security features


5.
Provides advanced management and customization tools


6.
Server platforms offer advanced networking controls.


B.
Windows 2000 architecture is divided into kernel and user modes.


C.
Windows 2000 is a layered architecture.
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2.
Kernel Mode


A.
The kernel has direct access to hardware and system data.


B.
Provides access to memory and prioritizes access to system resources


C.
Operates in a protected area of memory
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3.
Kernel Mode Components


A.
The hardware abstraction layer (HAL) operates the interface among the I/O devices on the system.


1.
The HAL “hides” or abstracts the hardware-specific information from the rest of the OS, making it possible for the OS to be relatively hardware independent.
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B.
Windows 2000 Executive

1.
Windows 2000 Executive acts as the interface between the HAL and the OS by providing core services through a set of internal routines. 


a.
The I/O Manager processes commands issued through the user mode. Subcomponents include Cache Manager and low-level device drivers.


b.
The GDI and Window Manager manage the display system and are contained within the WIN32K.SYS device driver. 


(1)
The GDI manages drawing and manipulating graphics on the screen. 


(2)
Window Manager controls screen output and accepts and forwards signals from the keyboard and mouse.


c.
Client/server communications belong to the Interprocess Communications (IPC) Manager. The IPC subsystem uses the following:


(1)
The local procedure call (LPC) facility to coordinate local computer communication between client/server processes


(2)
The remote procedure call (RPC) facility to coordinate remote communication between client/server processes residing on two different computers on the network


d.
The Security Reference Monitor (SRM) is responsible for enforcing security policies on the local computer.


e.
The Object Manager is responsible for tracking transitory objects.


f.
The Plug and Play Manager coordinates the operation of Plug and Play device drivers.


g.
The Power Manager coordinates power management functions.


h.
The Virtual Memory Manager allocates private memory spaces to processes and handles paging activities to and from the hard disk drive and RAM.
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C.
Kernel mode drivers


1.
Kernel mode drivers are represented as objects that I/O Manager handles.


2.
Kernel mode drivers act as an interface between the HAL and the Windows 2000 Executive.


3.
Kernel mode drivers are divided into three layers:


a.
Low-level drivers are used to exert direct physical control over devices. This class includes legacy Microsoft Windows NT device drivers.


b.
Intermediate-level drivers include WDM drivers. These are generally Plug and Play function drivers designed for specific devices.


c.
High-level drivers include those that translate between the OS and different file system devices such as the following:


(1)
FAT


(2)
NT file system (NTFS)


(3)
CD-ROM File System (CDFS) 


(4)
This class is known as file system drivers and requires support from intermediate-level drivers.
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4.
User Mode


A.
User mode is an insulation layer between kernel mode and users and their programs.


B.
User mode allows Windows 2000 to run Windows 95, Windows 98, MS-DOS, and POSIX applications.


C.
User mode is composed of two primary groups of subsystems:


1.
Integral subsystem—for example, the security subsystem


2.
Environmental subsystem is the final layer—the most common is the Win32 environment.
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5.
The Windows 2000 Boot Process

A. Very similar to the Windows NT initialization process

B. System start and POST are identical to Windows 98 system startup.


C.
BIOS initialization and OS detection


1.
The BIOS searches the active partition of the first hard disk drive for code to load the OS.


D.
Uses a bootstrap loading process that requires four files on the primary partition


1.
NTLDR


2.
BOOT.INI


3.
NTDETECT.COM


4.
CMLDR


5.
Other files are optional, for example:


a.
BOOTSEC.DOS must be present in the root directory on multiple boot systems.


b.
NTBOOTDD.SYS may exist on systems with very large SCSI or Enhanced Integrated Drive Electronics (EIDE) drives.


c.
HYBERFILL.SYS, NTOSKRNL, HAL.DLL, and SYSTEM KEY must be in the root directory or a WinNT subdirectory on another drive if you installed the OS on a second drive.


E.
Device drivers that are needed to launch the OS are loaded.


1.
NTLDR switches the CPU to 32-bit flat memory mode.


2.
It identifies the type of file systems on the drive.


3.
It inspects BOOT.INI for multiple OS entries.


4.
If a user selects Windows 2000, NTLDR activates NTDETECT.COM and orchestrates the loading of required drivers.


F.
Hardware detection and configuration


1.
NTDETECT.COM examines the system and reports back, providing the computer ID, hard drive adapter type, graphics adapter, keyboard and pointing device, types of communications and parallel ports, and presence of a floppy disk drive.

2.
NTLDR begins loading the kernel and the HAL into RAM.


3.
Control is passed to NTOSKRNL, which collects configuration information.



G.
The User Logon screen appears, allowing the user to log on either locally or to a domain.


1.
Local logon uses a user account that exists on the user’s computer.


2.
Domain or workgroup logon uses a user account that exists on a domain controller.

Chapter 18, Lesson 3
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1.
Introducing the Windows Registry 


A.
Technicians must understand how the Registry works.


B.
Use configuration tools such as Control Panel and the Windows 2000 MMC to make changes to the Registry.

C. Windows 2000 treats all devices, device drivers, software services, and applications as objects. 


1.
The Registry maintains information about these objects.
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2.
A Major Change in Approach 


A.
Windows 3.x used two types of initialization files:


1.
System initialization files, including SYSTEM.INI and WIN.INI, were used to control the Windows environment. 


2.
Private initialization files were more specific in scope and included CONTROL.INI, PROGMAN.INI, WINFILE.INI, and PROTOCOL.INI.


B.
Windows 3.x also used CONFIG.SYS and AUTOEXEC.BAT files. 


1.
Using these files with later versions of Windows is not recommended.


C.
A new file type (REG.DAT) and Registry editor (REGEDIT) were introduced with Windows 3.11. 

1. REG.DAT was the precursor to the Registry.

2. REG.DAT included information used for drag-and-drop operations, for object linking and embedding (OLE), and for establishing associations between data files and their programs.

3. REG.DAT could not exceed 64 KB.
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3.
A Critical Central Repository 


A.
During system startup, all system elements check the Registry to confirm settings.


B.
Any time you use Control Panel to change or install new hardware or software, you are indirectly making changes to the Registry.


1.
You can also use tools other than Control Panel to modify the Registry.


C.
Windows provides tools to modify the Registry safely.


D.
Although the system sees the Registry as one data store, it is actually three files:


1.
Hardware- and application-specific settings are stored in one file.


2.
User-specific settings are stored in another.


3.
System-specific policies are stored in the third.
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4.
Windows Configuration and Management Tools 


A.
The Windows Control Panel


1.
The most commonly used tool for modifying the Registry


2.
Control Panel varies slightly in the organization and number of tools across different Windows versions.
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B.
Working with system properties


1.
System Properties can be used to obtain detailed configuration information and to pinpoint components that are not functioning properly.


2.
The System Properties utility has four tabs in Windows 98 and five in Windows 2000.


3.
The General tab contains information about the system.


4.
Device Manager can be accessed through the Hardware tab.


a.
One of the most useful tools in Control Panel 


b.
Can be used to identify the components on the system, determine if they are functional, and provide detailed information about the device driver


c.
Windows 2000 Device Manager allows you to make changes to remote network computers; Windows 98 does not have this capability.


d.
Right-click the icon of a device and click the Properties button to see detailed information about that device.


e.
If the device is not working properly, has been disabled, or has produced a conflict, it appears with either a yellow caution or a red warning circle placed over the device icon.
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C.
Alternate methods of accessing Control Panel functions

1.
The same information presented in Control Panel can be accessed by right-clicking key areas.


2.
Right-click a free area of the desktop and select Properties to launch the Display Properties dialog box.
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5.
The Windows 2000 Administrative Tools


A.
The Administrative Tools folder can be accessed in Control Panel.


B.
The MMC provides easy access to tools which can be added as snap-ins or removed as needed. 


1.
Snap-ins are administrative tools that can be selectively added to a console.


2.
MMC can be used with the Task Scheduler to automate routine tasks. 


3.
The Computer Management console provides a set of related utilities.


4.
The Server edition offers a variety of tools for administration of network, Internet, and server-related services.
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C.
Using the Event Viewer in the Computer Management console


1.
Event Viewer tracks and records information on all key components of the system.


2.
Event Viewer displays three key log files:


a.
The System Log logs internally generated warnings, errors, and critical events related to the system.


b.
The Security Log monitors attempts to gain access to the system as well as events generated by parameters set in a security policy.


c.
The Application Log tracks the operation of programs on the system.
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6.
Windows 2000 Disk Management 


A.
The Disk Management MMC can be used to mount drives, create partitions, set up or convert file systems, and dynamically allocate storage space.


B.
Windows 2000 supports two types of hard disk storage.


1.
Basic disks are partitioned and formatted using standard tools.


2.
Dynamic disks allow creation of mirrored volumes and Level-5 redundant array of independent disks (RAID) volumes.


3.
When a disk without a partition is added to the system, it is displayed in Disk Manager as a foreign disk. 


a.
Right-clicking the added disk invokes a wizard that allows you to prepare the disk for use.


4.
Basic disks can be upgraded to dynamic disks at any time by using a wizard.
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7.
Working with the System Registry


A.
Windows 9x uses six root keys, and Windows 2000 uses five root keys.


B.
The Registry is presented as a series of trees and branches arranged in a hierarchical order.


C.
Each branch of the Registry, called a key, logically groups related information.


D.
Top-level keys are called root keys and are defined and named by Windows.
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8.
The Six Primary Keys in the Registry


A.
HKEY_CLASSES_ROOT contains software configuration data, file class associations, and information needed for OLE support.


B.
HKEY_CURRENT_USER defines personalized information for the current user.


C.
HKEY_LOCAL_MACHINE 


1.
Contains all data that is not user-specific 


2.
Is the largest and most used key in the Registry


D.
HKEY_USERS


1.
If the computer is configured for multiple users, each user profile is stored under this key. 


2.
If not, there is a single key named DEFAULT.


E.
HKEY_CURRENT_CONFIG 


1.
Handles Plug and Play 


2.
Contains information about the current configuration of a computer configured with multiple hardware profiles


F.
HKEY_DYN_DATA is a Windows 98 key used to store Registry information in RAM for faster access.
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9.
Accessing and Managing the Registry


A.
The Control Panel is the preferred way to modify the Registry.


B.
Only very knowledgeable users should use tools that directly change the Registry.


C.
Windows 2000 includes both REGEDT32.EXE and REGEDIT.EXE. Windows 98 includes only REGEDIT.EXE.


D.
REGEDIT.EXE lacks a security menu and has fewer commands than REGEDT32.EXE.


E.
Edit the Registry only as a final resort.


1.
If you must edit the Registry directly by using these tools, ensure that you back up the Registry before making changes.
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10.
Using REGEDIT with Windows 9x 


A.
Does not appear in the interface; must be run manually


B.
REGEDIT menu commands include

1. Import Registry File: allows you to import a Registry file into the current Registry


a.
This command can be the best way to replace a damaged Registry.


2.
Export Registry File: allows you to export a copy of the Registry file to a floppy disk or a network location


3.
Connect Network Registry: allows you to connect to the Registry of another computer


4.
Print: allows you to print a portion or the entire Registry


5.
Find: allows you to search for a string or key value


C.
REGEDIT can be used from within real-mode MS-DOS.


1.
It does not have an interface; it uses a command-line format.


2.
Can use switches:


a.
/?—displays the REGEDIT command-line syntax


b.
/L:system—provides the location and filename of SYSTEM.DAT 


c.
/R:user—provides the location and filename of USER.DAT 


d.
/E filename <regpath>—creates a Registry (.reg) file 


e.
/C filename—replaces the entire Registry with the contents of your .reg file



3.
In real mode, you need to tell REGEDIT where SYSTEM.DAT and USER.DAT files are located.


D.
Using REGEDIT to modify the Registry


1.
Always create a backup before modifying the Registry.


2.
The following are restrictions when adding keys:


a.
You cannot add a top-level key.


b.
Within a parent key, each subkey name must be unique.
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11.
Editing the Registry with REGEDT32 in Windows 2000 


A.
REGEDT32 is the editor of choice for Windows 2000.


B.
REGEDT32 menu commands include


1.
Find Key: allows you to search the Registry for a specific key


2.
Save Key: allows you to save the currently selected key and all subkeys in binary format 


a.
The resulting file can then be used with the Restore command to reload those values after testing a modification of the Registry.


3.
Save Subtree As: saves the current key and subkeys in text format


4.
Select Computer: allows you to work with the Registry of a remote computer


5.
Restore: allows you to load data in a file created with the Save Key command


C.
The Windows 2000 Registry is much larger than the Registry in other versions of Windows. 


D.
Follow special procedures to back up the Registry.


E.
Always set the Registry to read-only when working with the Registry editor.


F.
Clear the Save Settings On Exit check box to prevent changes from being saved to the Registry when exiting the Registry editor.


G.
The left pane of the Registry editor shows the top-level subtrees; the right pane shows the details of the selected item on the left pane.
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Chapter Summary


A.
Technicians must understand the boot process for both Windows 98 and Windows 2000.


B.
Windows 98 is founded on MS-DOS and uses similar startup files.


C.
Windows 2000 is a completely different OS from Windows 98.


D.
Windows 2000 architecture is modular in design.


E.
Both Windows 98 and Windows 2000 use the Registry to store configuration information.


F.
Windows 98 provides REGEDIT and Windows 2000 provides REGEDT32 for modifying the Registry.
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