Close-Up on Online Threats: Viruses, Worms, and Trojan Horses

Viruses 


The main types of hacker assaults have been viruses, worms, and Trojan horses.  

A virus is a computer program that is designed to reproduce itself by copying itself into other programs stored in a computer.  Some viruses can be relatively harmless, perhaps causing one or two documents to come up with implanted messages. (One said, ``Billy Gates why do you make this possible? Stop making money and fix your software!''
  Another just showed a picture of a raised middle finger.)  Other viruses can be extremely destructive, causing programs to operate incorrectly, corrupting the computer’s memory, or deleting key files needed to operate the computer.  Some viruses have caused millions of dollars in damages by simply replacing 3s with 2s in corporate financial documents.  The “Chernobyl” virus that was released in 1999 erased the victim’s hard drive.


Before the Internet became popular, viruses were spread from one computer to another by sharing disks that had been infected.   Today, the two most common ways for a virus to infect a computer is as an attached file or document in an e-mail message, or within a file downloaded from a Web site.  Some viruses execute immediately, others are set for some future date.

There are three primary methods of avoiding viruses.  The first is never to open an attached document or download a file unless you are absolutely sure where it came from and what it is.  The second is to have anti-virus software, such as that sold by McAfee and Symantec, installed that is automatically updated daily.  Anti-virus software will both detect and eliminate viruses.   The third method is to install a firewall, which is a program that prevents unauthorized access from anyone outside the system.


Virus hoaxes, which are practical jokes that pretend to be viruses but really aren’t, can also cause trouble.  In a typical hoax, a spam message will tell the user that a file residing on that user’s computer is actually a virus, and will provide instructions on how to delete it.  This causes the user to delete a file necessary for the computer to operate correctly.  Several Web sites are available to check to see if a virus is real or a hoax (both McAfee and Symantec maintain such sites).


“Virus” has become a generic term to signify any type of malignant attack.  In fact, many of the attacks called viruses are actually worms or Trojan horses. 

Worms 


Worms are programs that take over e-mail systems and send themselves to other computers from the infected computer’s address book.   Worms can drain computer resources by reproducing on a large scale and clogging inboxes and memory.  They also sometimes delete data from the computers they infect.  So many of these infections were let loose in 2003 that some computer experts called it “The Year of the Worm.”  One computer-security firm estimated that worm attacks resulted in $82 billion worth of damage that year.


The Melissa virus that struck in March 1999 was actually a worm.  It plundered the address book of Microsoft Outlook to e-mail itself to new victims with subject lines like “Important Message from [first victim’s name].”  Users thought they were actually getting an important message from a friend, and activated the attached file with the virus.  The Melissa virus caused extensive disruptions, and its designer was eventually sentenced to 20 months in prison.


The I Love You virus that appeared in 2000 was also a worm.  This virus arrived by e-mail with "I Love You" or "Love Letter" in the subject field. Individuals searching for bliss were then surprised as the virus made its way through their e-mail address books and spread to their friends and colleagues.   The I Love You virus was traced to two computer science students in the Phillipines.


The Melissa and I Love You worms were vivid demonstrations of the need to be careful when receiving e-mail with attached files or documents.  Just because an e-mail appears to come from someone you trust, does not mean that the file is safe or that the apparent sender had anything to do with it.  Many users now routinely ask their friends to cut and paste files directly into the body of their e-mail messages so they do not need to send them as attachments.

Trojan Horses


Trojan Horses are named after the large, hollow wooden horse that ancient Greek soldiers hid in during the Trojan war.  The Greeks left the horse outside the Trojan city’s fortified gates, and the Trojans brought the horse in, thinking it was a gift.  That night the Greeks snuck out and opened the city gates to their army.  Trojan horses sneak into infected computers and open them up in the same way.  One Trojan horse came disguised as an animated St. Patrick’s Day card.  As leprechauns danced on the screen, the Trojan Horse infected financial software and sent bank account records to the Philippines, where money from each account was transferred to an account in a Philippines bank.


Some of the worse Trojan horses have been set lose by spammers trying to harvest e-mail addresses.  The SoBig virus of 2003, for example, arrived as an e-mail with a number of different subject lines, including  “details” or “your document.”  As well as plundering Microsoft Outlook address books for new victims, Sobig also implanted a background program that turned infected machines into a relay for spam sent by the virus's creator.
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