CLOSE-UP ON CYBERCRIME

Online Scams

I need your help. I am the daughter of VLAJKO STOJILJKOVIC, interior minister of former Yugoslavia president Slobodan Milosevic, one of the people indicted at the Hague War Crimes Tribunal in Hague. The indictment is politically motivated.  

Slobodan Milosevic and my father had kept some funds foreign currencies, in cash to enable them take care of rebel problems. However, now the country they protected has turned against them.  Slobodan is facing charges of war crime in Hague. My father Vlajko Stojiljkovic shot himself and die recently. We need to transfer the money out to safety.  

The funds are in excess of 200 million dollars. They can be shipped under diplomatic immunity. They will then have to be paid into offshore accounts. They are not in Yugoslav. Can you help? Are you trustworthy?  

I need your assistance to enable me secure the funds.

I promise to offer you 20 percent if you assist.   Please reply to me if you are interested but if you are not disposed to this kind of request, pardon my intrusion to your personality.   

Marja Stojiljkovic 

How many people opening this piece of spam figured, “Let’s see now.  Twenty percent of $200 million is…$40 million!  What do I have to lose, let’s just see what this is all about…”

Those who responded were referred by Marja to a lawyer who was willing to set up the entire deal.  The lawyer, “as is customary,” required an advance fee of a few hundred dollars.  Those who sent the fee never heard from Marja or the lawyer again.

It might seem that someone has to be particularly naïve to respond to such an appeal, but remember that every day thousands of new users sign on to the Internet for the first time.  Some are senior citizens, some are kids, some are desperate or unusually trusting.  Perhaps this piece of e-mail comes from a name that sounds vaguely familiar, or comes from a part of the world in which the recipient has an interest.  The Internet’s reach is so broad, that only a miniscule percentage of the recipients need to respond for the scam to be extremely lucrative.

For those who are too smart to fall for the “Yugoslav orphan” scam (and its numerous variations, including the “Nigerian widow” scam), there are many other chances to get fooled.  There are assorted get-rich-quick schemes, in which all you have to do is buy a $400 piece of software to make thousands a week from the comfort of your home office, guaranteed or your money back.  The software never arrives, of course, and the seller disappears.  There are free pornography sites that suddenly turn into very expensive “adult services” long distance telephone charges. 


There are even scams that come as a false report about a scam.  The e-mail arrives, apparently from a large and well-known company, with "Fraud Alert" in the subject line.  The message announces that a large and suspicious purchase has been made with the reader’s credit card.  The reader needs to go to the store’s "special" Web site and correct the problem by entering their credit card and Social Security numbers.  The scammers then go on a spending spree with the credit card numbers they harvest.

By 2004, the FTC reported that online scams such as this cost Americans at least $437 million a year.
  The FTC received more than a half million complaints about such frauds in 2003 alone.
Experts suggest that users should exercise great care with any type of Internet transaction.  They point out that it’s not difficult to fake a professional-looking e-mail or Web page, but there are usually suspicious clues if you look closely:  Obvious grammatical mistakes, a strange return addresses, or telephone numbers with an incorrect area code.  


Also, for online purchases never send money or give credit card information if you can't confirm the identity and actual address of the seller. For online auctions, check out the seller before bidding.  Most auction sites have feedback forums for this purpose.  And finally, always report suspected frauds to one or more of three places:  the company the scam is pretending to represent, the ISP on which the scam occurred, or to the National Fraud Information Center (www.fraud.org or 800-876-7060).
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