CLOSE-UP ON CYBERCRIME

Phishing

The founders of the Internet—the military officers and academics who put the original system together, thought about security in different ways.  The military folks wanted the infrastructure to be secure against a nuclear attack.  The academics thought little about security, convinced that those who used the system would be good citizens.  Neither thought about protecting the net from criminals trolling for random victims, and yet that is the danger that threatens the Internet today.


According to Vinton Cerf, who, along with fellow scientist Robert T. Kahn helped draft the blueprints for the original Internet, "All this was an experiment. We were trying to figure out whether this technology would work. We weren't anticipating this would become the telecommunications network of the twenty-first century."
 


Today, the net suffers from all types of internal sabotage—viruses, Trojan horses, worms, spam and scams of all sorts.  The newest of these scams is phishing.  Phishing is the practice of sending out official-looking fake emails that use stolen brand names and trademarks of legitimate banks and Internet merchants, with the intent of luring the victim into revealing sensitive information such as passwords, account IDs, or credit card details. Typically, phishing attacks will direct the victim to a counterfeit web site.   The sites then tricks the victim into supplying the desired information, which can be used to access bank accounts and open fake credit cards.  The exact amount of damage is estimated at between a hundred million and a billion dollars annually.  The precise figure is hard to pin down because companies are hesitant to admit they have been targets, fearful that their customers will lose confidence in them. 

Experts suggest that users should exercise great care with any type of Internet transaction. They point out that it’s not difficult to fake a professional-looking e-mail or Web page, but there are usually suspicious clues if you look closely: obvious grammatical mistakes, strange return addresses, or telephone numbers with an incorrect area code. 


Also, for online purchases, never send money or give credit card information if you can’t confirm the identity and actual address of the seller. For online auctions, check out the seller before bidding. Most auction sites have feedback forums for this purpose. And finally, always report suspected frauds to one or more of three places: to the company the scam is pretending to represent, to the ISP on which the scam occurred, and to the National Fraud Information Center (www.fraud.org; 800-876-7060).

� Quoted in Ariana Eunjung Cha, “Viruses, Phishing and Spam Threaten Future of the Internet, Washington Post online, July 3, 2005.





