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Hacker Attacks

The thing that makes the Internet so unique is the thing that makes it most vulnerable.  The Net is not owned or regulated by any government, business, or individual.  It consists of telephone lines and computer sites linked together in a system through which anyone can navigate anonymously.  This has made it a medium through which personal, business and political communication can flourish, but it also makes it nearly impossible to protect against a determined attack. 

That was demonstrated vividly during four days of hacker strikes in February, 2000, in which some of the Web’s most popular sites were shut down.  Yahoo, CNN, and Amazon.com were suddenly unreachable.  Then E-bay, the auction site; Buy.com, a retail site; Zdnet.com, a media site; Excite@Home, a provider of high-speed access over cable modems; and E*Trade, one of the largest online brokerage houses, also went down, each for one to four hours. 

The shutdowns were caused by denial of service attacks, so named because they prevent the targeted site from serving its customers.  The attackers hacked into hundreds of computers around the country, many on university campuses, and then used those machines to bombard the victim sites with requests to start an e-commerce session.  The large number of requests overwhelmed the victims’ servers, precluding customers from gaining access to the site.

For Yahoo, it was a rare interruption of one of the best performing sites on the World Wide Web.  At its peak the attack directed one gigabyte of traffic a second at the popular site—the amount of traffic some sites get in an entire year.  This is the first time the heavily protected network had been shut down.  One security expert warned, "The fact that Yahoo was taken down means nobody is really safe."

The first question, of course, was “Who did it?”  It was difficult to tell, because the vandals employed a practice called spoofing, which alters the initiating address.  The source of the attack was also difficult to trace because of the hundreds of hijacked computers that sent in the traffic.  Security experts say the attacks must have been planned for weeks or months to secretly implant the necessary software in that many computers.  

The next question was “Why?”  What was the motive for these attacks?  Some earlier hacker assaults had been motivated by blackmail, and others to steal credit card numbers, but not this one.  Some attacks were motivated by the hacker’s desire to impress peers with technical prowess used in the assault.  But these attacks were done with software programs readily available online, and several hackers called the attacks “artlessly simple.”
  It was not the type of assault that would impress even a novice hacker.

Sometimes hackers assert that they are demonstrating the vulnerability of the system, as a type of perverse public-spirited warning, but no one came forward to make this claim.  Experts surmised that this time there was a different motive, one designed to make a statement.  These experts believed that the attacks were a protest against the commercialization of the Net.  The medium inherently perfect for communication suddenly had became just another way for big businesses to sell and advertise the same old things.  One lawyer who represents people accused of computer crimes called the attacks “the digital equivalent of keying the yuppies’ S.U.V.’s.”
 

The final question was, “What should be done about it?”  The Computer Emergency Response Team, or CERT, a federally financed computer security organization, announced that they would coordinate a thorough investigation with the FBI. Under Federal law, purposely disrupting computer networks is a felony punishable for first-time offenders with a jail term of up to five years and a $250,000 fine, plus assessment of damages.


But many others warned that an over-reaction would harm the beauty and efficiency of this newest mass medium.  A New York Times editorial, for example, insisted, “The worst response to these attacks would be for government to introduce requirements for the Internet that may destroy the freedom of operation that makes it work so well.”
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