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Chapter 4 Study Outline

I.
4.1: Step 1: Identifying the Problem
A.
Problem solving is a process used to arrive at a solution to a difficult or disruptive situation. There are five steps in the problem-solving process.

1.
Identifying the problem.

2.
Determining the problem’s root cause.

3.
Generating options.

4.
Evaluating and prioritizing options.

5.
Determining a course of action.

B.
The most common reason a problem is not solved is wrong identification of the problem, usually because a symptom is mistaken for the problem itself.

1.
Correct and complete information must be gathered during the first step of the problem-solving process (identifying the problem).

2.
Garbage in; garbage out. The solution to a problem is only as good as the information gathered for solving the problem.

3.
Example: A user reports that a printer is not working. The help desk analyst asks many questions about the printer, but none about the user’s computer. Eventually it is determined that the problem is a corrupt printer driver on the user’s computer. Finding the solution was delayed because the analyst focused only on the printer, and did not gather information about the computer. 

4.
Arriving at an effective solution is possible only when the right questions are asked to obtain all the necessary information — even information that may not seem immediately relevant to the problem. 

5.
In the first step of the problem-solving process, information is collected about the user and the problem.
C.
Collect data
1.
User data — information about the user — can include the user’s name, title, department, and hardware and software configuration.

a)
Much of this information may already be stored in a database, so an analyst may simply verify data and check to see if any information has changed since the user’s last call. 

b)
If user configuration data is not stored in a database, then this may need to be collected either verbally or via the network directly from the computer.

2.
Problem data — information about the problem itself — can include the following.

a)
Component(s) affected: hardware or software. 

b)
Symptom: The disturbance that causes a user to know that a problem exists.

c)
Date and time problem first occurred: This helps help desk personnel to determine if major changes were made to the system or component around the time of the problem.

d)
Description of problem: A basic description in one or two sentences followed by a detailed description. A detailed description includes the following.

(1)
What the user was doing when the problem occurred?
(2)
What actually happens when the user performs the activity?
(3)
What the user expects to happen?
(4)
When the problem happens?
D.
Rule out the obvious.

1.
Many computer problems are easily solved because the solution is an obvious one.

2.
Before moving on to more complex problem-solving techniques, it is important to consider the obvious by asking questions such as the following:
a)
Is everything plugged in?

b)
Is everything turned on?

c)
Does rebooting solve the problem?

3.
After ruling out the obvious, consult the help desk knowledgebase (Knowledge bases are discussed in Chapter 8).

II.
4.2: Determining the Cause of the Problem
A.
Useful strategies — To solve a new problem, the analyst must work to determine what is causing the problem, and then generate probable solutions.
1.
Open-ended and close-ended questions.

a)
Close-ended questions require only simple answers or a yes or no. They give an overall picture of the situation in a very short time. Examples:

(1)
Does the computer turn on?

(2)
Is everything plugged in?

(3)
What applications do you have running?

(4)
Have you tried rebooting?

(5)
Is anyone else experiencing the problem?

b)
Open-ended question cannot be answered with a yes or no or a simple answer, but requires an explanation. These questions can be used to find significant clues to the problems, and reveal a user’s technical knowledge and their comfort level with technology.

(1)
Who? Who is affected? Who is not affected?

(2)
What? What was the user doing when the problem became apparent? This may help in recreating the steps leading up to the problem.

(3)
What? What was the user doing BEFORE the problem occurred. The user might have noticed something unusual beforehand, or some action the user took may have resulted in the problem.

(4)
Questions to ask:

· What error message did you receive?

· What is on the screen right now?

· What programs were you using?

· What programs do you currently have running?

· What were you doing when the error occurred?

· What (if any) changes were made to your computer recently?

(5)
When? Time and date will help a help desk person to determine if the incident coincided with events such as network maintenance or system patches.

(6)
Questions to ask:

· When did the problem begin?

· How often does it occur?

· When does it occur most often? Least often?

· Has it ever happened before?

(7)
Why? Armed with the information gathered from asking the who, what, and when questions, the help desk analyst must now find the answer to the question.
2.
Replication — The process of deliberately taking steps to recreate a problem.

a)
If a problem can be replicated, then it is easier to identify the cause. 

(1)
Ask user to repeat the steps leading up to the problem.

(2)
The analyst can replicate on a different computer. If it cannot be replicated, then a difference between the two may be at the root of the problem.

(3)
The analyst may use remote access software to connect to the user’s computer and “see” what is happening while the user tries to duplicate the problem.

(4)
If a problem cannot be replicated, then it is more difficult to solve, like the car repair scenario: it is often nearly impossible to replicate a car problem to a mechanic.

(5)
Intermittent Problems — These are the problems that occur sometimes, but not all of the time, and are more difficult to solve.

3.
Root cause analysis — A process that can be used to identify the underlying factors that are causing a problem.

a)
In an effort to solve user problems as rapidly as possible, some help desk analysts eliminate the symptoms of a problem, but not the underlying cause.

(1)
Think of a tire with a slow leak. Adding air to the tire only treats the symptom, not the root cause of the problem.

b)
To get to the root cause you must keep asking “why” questions until there are no more why questions to ask. Following can be the steps for information processing in root cause analysis applied to a scenario in which you are trying to determine why a neighbor’s home computer will not turn on.

(1)
Identify the cause area. These “why” questions locate the cause area.

· Why question: Why will the computer not turn on?

· Possible causes: no electricity, unplugged cord, wall switch is not turned on. 

· If the problem is found to be an unplugged cord or wall switch, it is easily corrected. If it is not one of the easy-to-solve causes, but turns out to be no electricity, then the analyst still must continue searching for an underlying cause.

(2)
Identifying underlying causes.

· Why question: Is the power outage isolated to this house, or is power out in the entire neighborhood?

· Possible causes: If the power outage includes the entire neighborhood, then the solution is to call the utility company and report the outage. If the power outage only includes this house, additional analysis must be done to determine the root cause.

(3)
Identify root causes.

· Why question: Why is the power out in this house?

· Possible causes: Outside line to house is down or damaged, circuit breaker is switched off, utility bill is not paid.

4.
Fishbone diagram — A graphic representation used to identify all possible causes of a situation, showing the relationships between processes and solutions. It is used to identify root causes. See Figure 4.1. 

a)
Draw a straight, horizontal line in the middle of a piece of paper. This line is the “bone.”

b)
Write a problem statement at the end of the “bone.”

c)
Think of possible causes or areas of possible causes, such as power, computer, and plug/cord, as shown in Figure 4.1. Position these above and below the line drawn earlier and draw a line to each of these items at a an angle of 45 degrees to the horizontal line. It is starting to look like a fishbone now.

d)
If a cause has subcauses, draw branches off the cause line to represent them.

e)
Once all causes and subcauses are listed, examine each one closely as a possible root cause. Then, rank them from most probable to least probable, and pursue the top two or three causes.

III.
4.3: Step 3: Generating Options
A.
Effective problem solving requires the use of the left and right sides of the brain.

1.
The left brain excels at rational and analytical thinking; it also processes language. Left brain is used to process logical steps to solve a problem.

2.
The right brain processes incoming colors, sounds, and patterns in a holistic manner. Right brain activities include the use of imagination and day dreaming; it is the source of creativity.

3.
Both sides of the brain must be used to process incoming information and solve problems. (See Figure 4.2, Right brain and left brain activities.)

a)
Left brain dominates during information gathering and diagnosis. 

b)
Right brain is at work when it is time to generate solutions.

c)
Solving a problem may require creative thinking. 

(1)
Creative thinking involves the suppression of rigid ideas about what might and might not work in a given situation.

(2)
Creative thinking involves no right or wrong answers.

(3)
Move outside the usual routine for fresh ideas.

(4)
Two creative approaches that can be applied to problem solving are brainstorming and thinking outside the box.

B.
Brainstorming — Is a group technique that can result in creative solutions to a problem.

1.
Develop as many solutions as possible without judging them.

2.
Group members are encouraged to think of unusual ideas and approaches to a problem.

3.
The right brain is used when a person is trying to come up with new ideas by brainstorming.

4.
Possible solutions to a problem are stated as quickly as possible, without stopping to analyze their usefulness or value.

5.
A leader records each suggestion on a large flipchart, whiteboard, or blackboard.

6.
All suggestions are listed, no matter how far-fetched they may seem.

7.
All judgment must be withheld for brainstorming to be effective.

8.
When no more ideas are being generated, the group reviews the list and chooses those that seem most appropriate.

9.
Usually, the first several ideas generated during brainstorming are the more obvious possibilities, and later ideas become more and more creative. A simple illustration of this is to think of a group brainstorming the problem with the neighbor’s computer (discussed earlier). The possible solutions list could be as follows:
a)
Blown fuse.

b)
Computer not plugged in.

c)
Wall jack not functioning.

d)
Thunderstorm knocked out power.

e)
Mice chewed through power cord.

f)
Power lines to house were cut.

10.
Guidelines for effective brainstorming.

a)
Work within a preset time limit.

b)
Limit the size of the group to eight or fewer.

c)
Include people with varying background and experience in the group.

d)
Encourage unusual and improbable ideas.

e)
Do not allow criticism or judgment of ideas.

f)
Write down all ideas so that others can see them and build on them.

g)
Maintain a rapid pace.

C.
Thinking outside the box.

1.
Accumulated knowledge and experience are the things most people rely on when solving problems, but these things can limit the ability to see alternative solutions.

2.
To think outside the box you must go beyond your accumulated knowledge and experience.

3.
Suggestions to develop creative ‘outside the box’ thinking skills.

a)
Once you have an answer in mind, come up with a second answer that is also correct.

b)
Stimulate the right side of the brain by listening to music, working with colored pens and paper, or using another method of your choosing. 

c)
Take on the perspective of a child. Adults tend to over-complicate things and miss the obvious. 

d)
Look for relationships among things that seem unrelated. 

e)
Deliberately come up with answers that seem far-fetched. 

f)
Once you have an answer in mind, consider the opposite as a possible solution. 

g)
Revisit ideas that have already been rejected. 

h)
Explain the problem to a five-year old child. 

IV.
4.4: Step 4: Evaluating and Prioritizing Options
A.
Module replacement — It is an approach to solving hardware-related problems in which suspected components are replaced with new or known-good components.

1.
If the first replacement does not solve the problem, reinstall the original part and (if appropriate) replace another component.

2.
A similar approach can be used with software. Uninstall and reinstall a suspect program.

B.
Hypothesis testing — It is the process of testing each possible solution. Example:

1.
Problem: The neighbor’s computer does not turn on.

a)
Hypothesis 1: Power out to the entire house. After turning on a light in the kitchen successfully, the next hypothesis is tested.

b)
Hypothesis 2: A fuse has blown (or circuit breaker has tripped). After checking for a blown fuse (or an open circuit) and not finding one, the next hypothesis is tested.

c)
Hypothesis 3: The cord has come unplugged from the wall socket. After checking and finding that the computer is plugged into the wall socket, the next hypothesis is tested.

C.
Configuration management
1.
Sometimes it is difficult to determine whether a problem lies within a particular piece of hardware or software, or is the result of its interaction with other devices or programs.

a)
Computers in corporations are usually connected to complex networks consisting of wires, switches, hubs, and other network components. Each local computer may have special software (drivers and programs) installed for use on the network. This creates many layers that must be investigated to solve some problems, because a program might be causing a problem only when it runs along with a certain other program.

b)
A technique used to solve these types of problems is to revert to a basic configuration on the computer experiencing the problem. This is part of configuration management.

(1)
Hardware related: Disconnect a computer from a network, printer, or other peripheral device.

(2)
Software related: Reboot the computer with only the programs needed to start the OS. Once the computer is started, add programs one at a time.

V.
4.5: Determining a Course of Action
A.
Action plan — Lists the steps required to solve a problem as well as a timetable for implementation.

1.
Primary action plan developed for the most probable solution.

2.
One or two alternative action plans created in case the primary solution does not solve the problem.

B.
Decision-making — Is the process of choosing from a number of alternatives. Analyst must go through a decision-making process to determine the primary action plan.

1.
Help desk decisions are based on a number of criteria that vary depending on a particular situation. Some typical criteria include the following.

a)
How quickly a solution can be implemented.

b)
Resources available to implement the solution.

c)
Cost of proposed solution.

d)
Likelihood of eliminating the root cause of the problem.

VI.
4.6: Problem-Solving Challenges
A.
Stressful situations.

1.
The problem-solving process can be stressful.

a)
Example: A senior executive cannot finalize a report due by the end of the day because the network link to Asia is down, which prevents him from accessing information he needs for his report.

b)
Stress is a recurring problem for help desk personnel. (Chapter 10 explores ways to minimize stress in the help desk environment.)

B.
Diverse user base. 

1.
Help desk personnel interact with a variety of people, each of whom has a unique communication style.

2.
User behavior is wide ranging: courteous, anxious, angry, etc.

3.
Effective problem-solvers are patient with both the user and with themselves.

a)
Effective problem-solving is part science, part art.

(1)
Science: A logical series of steps to define the problem and determine the cause.

(2)
Art: Creativity is required to generate and implement solutions.

VII.
4.7: Problem Ownership
A.
One person takes responsibility for seeing a problem through from beginning to end.

1.
Provides the user with regular status updates.

a)
Prevents user from thinking problem is lost or ignored.

b)
Customers are less likely to become dissatisfied and complain.
B.
Responsibilities
1.
Giving regular updates to the user regarding problem status.

a)
In most companies, the same analyst owns the problem, even if it has been escalated or referred to another person. 

b)
The analyst acts as advocate for the customer.

2.
Continual tracking of the problem, including who is working on it and what progress has been made.

3.
Ensuring that the problem does not get lost or neglected.

4.
Ensuring that the problem has been resolved to the user’s satisfaction.

5.
Entering resolution information into the database.

6.
Closing the ticket.

C.
Successful problem-solving depends on active problem ownership to ensure problems are resolved in a timely manner.

A.
Notification — Is the process of informing other relevant people about a problem.

1.
Reasons for sharing information with other help desk personnel.

a)
Another analyst may be on the phone with another user with the same problem.

b)
If other analysts are informed, joint problem-solving is possible.

c)
A notification alerts staff to possibility they are dealing with a widespread problem.

d)
A problem affecting multiple users gets a higher priority than a problem affecting only one user (all other things being equal).

e)
Some problems must be reported to help desk management, depending on company policy.

(1)
All problems not resolved within a specific time.

(2)
Significant problem affecting a large number of users.

(3)
Customer dissatisfied with service.

f)
Notifying managers allows them to assign more personnel to a problem if necessary or take other necessary measures.

2.
Notification methods
a)
Phone, e-mail, paging, in person, etc.

b)
Critical problems should be reported by the most efficient method, usually by phone or in person.

c)
E-mail for non-urgent problems, like notifying appropriate parties when a problem is assigned a lower priority.

VII.
4.8 Escalating Problems
A.
Escalation — The transfer of a problem to a higher level of support.

1.
When an analyst cannot solve a problem, it is transferred to a higher level person or to a specialty area, such as network support.

2.
Help desks usually have policies defining how long a problem can stay with an analyst before it must be escalated. This ensures that problems are handled efficiently. 

3.
Example: Policy states that a problem must be escalated from a first level analyst after 20 minutes.

4.
Exceptions can apply, such as when an analyst feels he or she is very close to a solution.

5.
Managers review reports and may notice that an analyst holds many problems beyond 20 minutes, then must escalate them anyway. (See Table 4.1 Common Reasons for Escalation.)

B.
Escalation policies
1.
There are typically a number of issues regarding problem escalations that are spelled out in a formal policy, including the following.

a)
Who can decide to transfer a problem? The analyst can transfer a problem, and usually someone else is given authority to transfer from an analyst who is not willing to turn it over.

b)
When does escalation occur? It depends on the nature of the problem and priority of the call.

c)
How are problems escalated? Specific procedures define the means by which problems are escalated (via telephone, e-mail, in person) as well as the information that must be passed on. This information should include the following.

(1)
A clear description of the problem.

(2)
Detailed information about the user and his or her computer configuration.

(3)
The possible cause of the problem.

(4)
A list of causes that have been considered and ruled out.

(5)
Actions taken thus far to diagnose and resolve the problem.

(6)
The severity and priority level assigned to the call.

d)
Who has ownership of a transferred problem? Once a problem has been escalated, the first level analyst may retain ownership of the problem. In other instances the new owner may be responsible for tracking the problem and communicating with the user.
C.
Non-technical escalation
1.
Some calls are escalated for non-technical reasons — usually because of customer dissatisfaction with the help desk.

2.
These calls are usually routed to management or a group within the help desk that responds to complaints.

3.
Most non-technical escalations can be avoided because they are the result of poor customer service.

4.
Analysts must acknowledge the person on the other end of the phone and not just focus on the technical side.

5.
Some work and non-work factors that influence a customer’s feelings are revealed by the following questions (Warning: questions c and d are not appropriate questions to actually ask the customer. They are listed here to suggest motivation for a customer’s angry or impatient behavior).

a)
Is this the first problem the customer has had this week or is it the latest in a string of computer problems?

b)
Is the problem interfering with a critical deadline?

c)
Was traffic particularly bad on the way to work?

d)
Did the customer get a good night’s sleep?

6.
Customer expectations, some unrealistic, may also influence customer satisfaction.

a)
A customer may expect the support person to come to their desk in a situation that does not warrant that.

b)
Service Level Agreements (SLAs) set realistic expectations because they give details of the services a help desk provides.

c)
Even with SLAs in place, non-technical escalations will occur.

IX.
4.9: Dealing with Difficult Users
A.
The angry caller.

1.
Must be prepared for angry callers. Have a plan.

2.
The best response is silence except for an occasional comment that indicates that you are listening.

3.
Angry callers need to know that their anger is having an effect. If they get no response, most will run out of steam quickly.
4.
A defensive response or an argument may make the anger worse.

5.
Once the anger is vented, show empathy, speaking in a slow, calm voice.

6.
Guidelines for dealing with an angry caller.

a)
Let the caller speak; do not interrupt.

b)
Acknowledge the caller’s anger; do not ignore it.

c)
Remind yourself that you have done nothing to cause the person’s anger, even though you may receive the brunt of it.

d)
Maintain a neutral, calm demeanor.

e)
Offer to help with the problem, just as you would with any other user.

B.
The abusive caller.

1.
As soon as a caller becomes abusive, take steps to eliminate the abuse or terminate the call.

2.
What is abuse in a help desk environment?

a)
Derogatory remarks directed at the analyst.

b)
Remarks that make the analyst uncomfortable.

c)
Profanity directed at a help desk employee.

d)
Negative comments about the analyst’s color, race, age, or gender are inappropriate and may be abusive.

e)
Negative statements that reflect on an analyst’s knowledge or ability may be abusive.

f)
Harassment, as in frequent calls or e-mail messages from a user who is dissatisfied with the outcome of a problem.

g)
Threats
3.
What should be done?

a)
No need to continue to try to help the caller if the caller insists on being abusive.

b)
Calmly tell the user that if the conversation continues in that tone, the call will be terminated.

c)
If it continues after the user has been told that the behavior will not be tolerated, terminate the call and report the incident to the appropriate person in the department.

d)
It is important to have the abusive call reported and documented in case the user decides to escalate it themselves by calling and complaining.

e)
If more than one help desk analyst reports this behavior from the same user, someone from the help desk may have to speak to the user.

C.
The talkative user.

1.
A user may want to chat rather than to give information to solve a problem.

2.
The analyst must take control and keep the user focused on the problem.

3.
Closed-ended questions will help focus the user.

X.
4.10: Resolving Calls
A.
Call resolution — Occurs when a solution that is actually implemented results in the elimination of the problem.

1.
Call resolution is NOT just the elimination of symptoms, but also the elimination of the root cause.

2.
A small percentage of calls involve issues that cannot be resolved.

a)
The cause may be a bug in a software program that will not be fixed until the next version of the program is released.

b)
Sometimes a workaround is the only option, such as when interaction between two programs is found to be the cause of frequent system freezes. The workaround may then only be to run each of these programs one at a time.
3.
Closing calls.

a)
Once resolution or outcome is communicated to the user, the next step is to close the call.
4.
Determining user satisfaction.
a)
Confirm that the user is satisfied with the results; this is an essential part of incident management.

(1)
Listen closely to make sure that the user is comfortable with the solution, and is confident that the solution will resolve the problem, and determine whether the problem is being eliminated within the user’s time frame.

(2)
It is not always possible to satisfy a user, but show concern and interest to establish a positive image of the help desk. 

5.
Following up
a)
Within a specified period of time, usually a few days, the analyst follows up with the user to make certain that everything is working as it should.

(1)
If the response is positive, thank the user and remind him or her that the help desk is there if future problems develop.

(2)
If the problem persists, reopen the case and engage additional resources to provide a timely solution.

XI.
4.11: Documenting Calls
A.
A necessary but unpopular task on help desks.

1.
Problem is solved, challenge is over.

2.
Information from calls is valuable.

B.
Information and knowledge.

1.
Information may or may not be valuable to another person.

2.
Knowledge — Is information that another person is able to apply in a useful manner.

3.
The cause of a problem and the steps taken to resolve it are recorded in a way that makes it useful to others.

C.
Benefits of documenting calls.

1.
Ability to identify trends.

2.
Management can identify time of day when call volume is at its peak and can add additional staff, if necessary.

3.
Staff can determine if there is an increase in the frequency of certain problems.

4.
A team can be assigned to determine the reason for the rise in incidents.

5.
Multiple users experiencing the same user-caused problem may indicate a need for user training.

6.
Problem documentation is used to create management reports (See Chapter 7).

a)
Number of times a problem has been supported.

b)
Number of support calls from a particular department.

c)
Length of time until a problem is resolved. 

7.
Analysts must enter their data in a clear, meaningful way, otherwise it will not be understood, and thus will have no value.
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